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Document Abstract

This report presents the progress and the development of several Al (Artificial
Intelligence) accelerators, which are built and are evaluated on the robust and efficient
system architecture modeling and simulation infrastructure of WP5. We present the
comprehensive evaluation of complete computing systems integrating Al and
accelerators of the NEUROPULS Horizon Europe project (Grant Agreement n°
101070238) along with RISC-V CPUs. The rise of artificial intelligence (Al) and
neuromorphic computing has necessitated the development of specialized hardware
accelerators capable of meeting the unique computational demands of these domains.
In this context, this deliverable presents a comprehensive overview of our efforts to
design, model, and simulate Al accelerators using the gem5 simulation infrastructure.
The next iteration of this deliverable (i.e, the deliverable D5.2) will augment this
deliverable more Al accelerators modeling and design space exploration, along with
neuromorphic accelerators and the NEUROPULS neuromorphic accelerator modeling.
This document details our methodologies and experimental results, focusing on
performance, area, and reliability assessments of a famous Al accelerator (LeNet5)
integrated with RISC-V CPUs. We highlight the implementation and simulation of
prominent neural network models, specifically MobileNetV2 and LeNet-5, within our
infrastructure.

This report details the diverse objectives, including the execution of accelerators in a full
system setup, the exploration of the design space of Al accelerators and the assessment
of their critical design parameters such as performance, area, and resilience.

This deliverable outlines the methodology, tools, and considerations involved in the
establishment of the system architecture modeling and simulation of Al accelerators,
highlighting its significance in advancing the understanding and optimization of
computing systems.

D5.1 Accelerators models and components: iteration 1- Public 4



A Neuromorphic energy-efficient
NEUROPULS : secure accelerators

WWW.HGUFODU'S.GU

Table of contents

T INEFOAUCTION ottt sttt 6
2. Background & REIGTEA WOIK ..ttt sses s sass s ssss s sass s sssssssensas 8
2.1 DOMaiN-S0ECITIC ACCEIEIATOIS ..ttt saees 8
2.2 Al ACCEIEIATOIS ..ttt sttt s sttt 9
220 MODBIENETIVZ ..ottt sttt 9
222 LENET-S ettt st Res st snsaes n

2.3 The QM SIMUIGTO ettt ae sttt 12
3. Simulation Infrastructure for Al and Neuromorphic Accelerators Modeils................. 15
3] GEMS-MARVEL .ttt sttt s et 15
311 gemb-based Accelerator MOAEIING .. et 15
312 AJAING RISC-V SUPPOIT ..ottt sss s s saes s sass s s sass s saes e 17
313 FAUIL INJECTION ettt bbb bbbttt as e 18

4. Accelerator Designs and Design Space EXPlorationN... e esseessenns 21
4] LENEL-5 DESIGN POINES ettt sa s s s s aes s saesseens 21
417 NaAiVE LENET-5TOPOIOGY ottt sass s sae st saes s sae s sas s sasen 22
412 MasSIVE LENET-5LOPOIOGY .ttt sanen 23

4.2 LeNet-5Area & Performance Trade-Off ... ssssssssssssssens 24
43 Reliability Assessment of Heterogenous Archit@Cture ... e 26
4.4 MODIIENELVZ2 MOUEIING ottt ettt a st sttt s 30
D CONCIUSION ottt 32
B, RETEIENCES ...ttt 33

D5.1 Accelerators models and components: iteration 1- Public 5



N

"Neuromorphic energy-efficient

NEU ROPU LS 3 secure accelerators

Www.neuropuls.eu

1.Introduction

The rise of artificial intelligence (Al) and neuromorphic computing has needed the
development of specialized hardware accelerators capable of meeting the unique
computational demands of these domains. In this context, this deliverable presents a
comprehensive overview of our efforts to design, model, and simulate Al accelerators
using the gem5 simulation infrastructure. The detailed gemb5-based simulation
infrastructure has been presented in the earlier deliverable of the NEUROPULS project,
i.e., D5.9. Therefore, this deliverable details our methodologies, evaluations and findings,
focusing on performance, reliability, and area estimations of Al accelerators integrated
with RISC-V CPUs, which has been developed in this gemb5-based simulation
infrastructure. Additionally, we highlight the implementation and simulation of
prominent neural network (NN) models, specifically MobileNetV2 and LeNet-5, within
our infrastructure.

The gemb5 simulation framework [2] serves as the foundation for our exploration of Al
accelerators. gemb5 allows detailed architectural simulations, enabling precise, cycle-
level estimations. By integrating Al accelerators with RISC-V CPUs within gem5, we
simulate real-world scenarios to evaluate the efficiency and scalability of our designs.
Our focus in this iteration of the deliverable “Accelerators models and components:
Iteration 1" on Al accelerators includes the design and simulation of components
specifically tailored for NN workloads. Neuromorphic accelerators, inspired by the
human brain's architecture, offer promising solutions for energy-efficient Al
computation, which will be extensively presented in the next iteration (i.e., D5.2).

We model Al accelerators' behaviors, including data flow, memory access patterns, and
computational throughput, to understand their operational dynamics. A key aspect of
our work involves the rigorous evaluation of a well-established accelerator design, the
Lenet-5. Using gemb5, we perform detailed simulations to estimate the performance,
power consumption, and silicon area of various configurations. These estimations are
crucial for optimizing hardware designs to meet the stringent requirements of Al
applications.

The primary aims of this work package (WP5), and specifically of this deliverable, are
shown below:

a) Full System Al Accelerators modeling: Our primary goal is to engineer a state-
of-the-art infrastructure capable of efficiently simulating complete computing
systems. This infrastructure will not only incorporate conventional computing
elements (e.g., contemporary CPUs with cache memories, SRAM storage
elements, such as register files, TLBs — Translation Lookaside Buffers, etc.), but will
also integrate cutting-edge electronic and neuromorphic accelerators modeling
(e.g., including storage elements, such as ScratchPad memories, register banks,
etc.), and hardware security primitives. By doing so, we aim to create a versatile
simulation environment that eases detailed evaluation and optimization of these
innovative components.

D5.1 Accelerators models and components: iteration 1- Public 6
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b) Exploration of Heterogeneous Computing Systems: The advent of photonic
neuromorphic accelerators and hardware primitives has opened new frontiers in
computing design. We aim to explore the broader design space of heterogeneous
computing systems, leveraging the advancements made in Work Packages 2
through 4 and advancements currently available in the literature. By integrating
electronic and photonic neuromorphic accelerators, PCMs (Phase-Change
Memories) [1], and hardware primitives, we aim to push the boundaries of
computing capabilities and assess their potential within a holistic system
architecture.

c) Support for Benchmarking Activities and Assessment of Design Parameters:
Aligned with the aims of Work Package 6 (Use Cases and Benchmarks), we intend
to provide essential support for benchmarking activities. The focus will be on
evaluating crucial design parameters at the system scale, with a dual emphasis
on performance and power, thereby addressing the pivotal issue of energy
efficiency. Through rigorous benchmarking, we aim to set up a comprehensive
understanding of how these systems perform under varying workloads.

d) Facilitation of Detailed System-Level Evaluation of Security Properties:
Recognizing the paramount importance of security in modern computing, our
infrastructure will enable in-depth evaluations of the security properties of
computing platforms. Specifically, the emphasis will be on platforms employing
photonic hardware primitives. By conducting thorough evaluations at both
software and hardware levels, we aim to contribute valuable insights to the
broader discourse on securing advanced computing systemes.

Specifically, deliverable D5.1 focuses on the Accelerator Modeling and Components
analysis, along with the evaluation and the design space exploration of cutting-edge
electronic Al (Artificial Intelligence) accelerators on the gem5 simulation
infrastructure of WP5.

D5.1 Accelerators models and components: iteration 1- Public 7
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2. Background & Related Work

2.1 Domain-Specific Accelerators

With Moore's Law slowing down [16], domain-specific accelerators (DSAs) or Al (Artificial
Intelligence) accelerators have become increasingly important due to their superior
performance and efficiency on specific tasks compared to general-purpose CPUs [17].
Accelerators are specialized hardware engines designed for specific domains, such as
graphics [18], deep learning [19], bioinformatics [20], image processing [21], and
simulation [22]. They deliver high-performance gains by reducing overheads, offering
fast specialized operations, optimized memory systems, and parallelism. General-
purpose CPUs perform better at control-intensive tasks but are less efficient than DSAs
for specific tasks [23]. As modern computing systems become more complex and
heterogeneous, multiple CPUs of different ISAs, and a diverse set of DSAs need to
cooperate for optimized performance and energy efficiency [24].

In the realm of electronic accelerators, these solutions are commonly realized using
customized integrated circuits (ICs) or Field-Programmable Gate Arrays (FPGAs). Their
design is geared toward executing computations with optimal efficiency and
throughput for targeted applications, complementing general-purpose CPUs in
heterogeneous system setups. However, photonic accelerators exploit photonics
principles to speed up information processing. These accelerators utilize photons, as
opposed to electrons, for data transmission and processing, presenting advantages in
terms of bandwidth, energy efficiency, and diminished heat generation.

The design of both electronic and photonic domain-specific accelerators continues to
be an active area of research and development as the demand for specialized and
efficient computing solutions grows across various industries. NEUROPULS contributes
to this domain by developing novel photonic computing architectures and security
layers based on photonic PUFs in augmented silicon photonics CMOS-compatible
platforms.

Modeling Al accelerators in the gem5 simulator alongside RISC-V CPUs is crucial for
several reasons. The gemb5 simulator is a highly flexible simulator platform that allows for
detailed and accurate simulation of complex computing systems. Integrating Al
accelerators with RISC-V CPUs within gem5 will enable us to explore the interaction
between general-purpose and specialized processors in a controlled environment. This
integration is vital for optimizing the performance and energy efficiency of
heterogeneous systems (i.e., such as the one considered in the NEUROPULS project). By
simulating these systems, we can conduct extensive design space exploration,
identifying the most effective configurations for different conditions.

Design space exploration of cutting-edge Convolutional Neural Networks (CNNs) like
MobileNetV2 and LeNet-5 is particularly important. These CNNs have different
architectural characteristics and computational requirements, providing diverse case

D5.1 Accelerators models and components: iteration 1- Public 8
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studies for evaluating the reliability, performance and efficiency of Al accelerators. By
using gem5 to simulate these CNNs on systems with integrated Al accelerators and
RISC-V CPUs, we can gain insights into the optimal design and configuration of
hardware for deep learning tasks. This includes understanding how different accelerator
designs affect the performance of CNNs, the trade-offs between various architectural
choices, and the potential benefits of specific optimizations. These results will empower
the following modeling and implementation aspects about photonic accelerators in the
gemb5 simulation.

We believe that the integration of Al accelerators with RISC-V CPUs in the gemb5
simulator, as will be presented in this deliverable, is essential for advancing our
understanding of heterogeneous computing systems. It allows for comprehensive
design space exploration of Al workloads, leading to more efficient and effective
hardware designs that can meet the growing demands of modern computing
applications.

2.2 Al Accelerators

Our focus on Al accelerators includes the design and simulation of components
specifically tailored for NN workloads. Neuromorphic accelerators, inspired by the
human brain's architecture, offer promising solutions for energy-efficient Al
computation. In this deliverable, we present the modeling of electronic NN accelerators,
including data flow, memory access patterns, and computational throughput, to
understand their operational dynamics.

To prove the practical applicability of our simulation infrastructure, and to perform
design space exploration, we model and evaluate in our gemb5-based infrastructure two
well-known NN architectures: MobileNetV2 and LeNet-5.

MobileNetV2 [37]: This model is optimized for mobile and embedded vision applications.
It employs depth-wise separable convolutions to reduce computational complexity
while keeping high accuracy. We simulate MobileNetV2 within gemb5, by extending the
architecture of [3] to evaluate its performance on our Al accelerator models.

LeNet-5 [38]: A pioneering CNN architecture, LeNet-5 is often used for image
classification tasks. By modeling LeNet-5, we provide insights into how traditional NN
designs perform on modern Al accelerators.

2.2.1 MobileNetV2

MobileNetV2 represents a significant improvement over its predecessor, MobileNetV],
offering enhanced capabilities for mobile visual recognition tasks, including image
classification, object detection, and semantic segmentation. This model is part of the
TensorFlow-Slim Image Classification Library [39].

D5.1 Accelerators models and components: iteration 1- Public 9
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Key Improvements and Features of MobileNetV2
Depth-wise Separable Convolutions

MobileNetV2 continues to use depth-wise separable convolutions, an efficient building
block introduced in MobileNetV]l. This technique significantly reduces the
computational cost and model size by separating the spatial and channel-wise
convolutions.

Linear Bottlenecks

A major innovation in MobileNetV2 is the introduction of linear bottlenecks between
layers. These bottlenecks capture the model’s intermediate inputs and outputs, easing
efficient transformations from low-level pixel data to high-level image categories. This
structure helps in keeping the compactness of the model while enabling it to learn
complex features.

Inverted Residuals and Shortcut Connections

MobileNetV2 introduces inverted residuals with linear bottlenecks. The inverted residual
block expands the input before applying depth-wise convolutions and then projects it
back to a lower dimension, helping to keep essential information while reducing
computation. The shortcut connections between bottlenecks are like residual
connections in traditional NNs, which aid in faster training and improved accuracy by
allowing gradients to flow more smoothly through the network.

Regarding the technical advantages, MobileNetV2 offers:

Efficiency and Speed

MobileNetV2 models are designed to be faster and more efficient than MobileNetV1.
They achieve the same accuracy with only half the number of operations and require
30% fewer parameters. This efficiency translates to a significant speed boost, making the
models 30-40% faster.

Improved Accuracy

Despite the reduction in computational cost and model size, MobileNetV2 achieves
higher accuracy compared to MobileNetV1. This improvement is due to the more
sophisticated architecture that better captures and processes image features.

D5.1 Accelerators models and components: iteration 1- Public 10



<Y
A Neuromorphic energy-efficient
NEUROPULS : secure accelerators

MobileNetV2 sets a new standard for efficient and accurate mobile visual recognition. By
building on the concepts of MobileNetV1 and introducing innovative features like linear
bottlenecks and inverted residuals, it achieves superior performance while maintaining
a compact and efficient design. This makes MobileNetV2 an ideal choice for deploying
advanced machine learning models on edge devices, where computational resources
and power consumption are critical constraints [37] [39], and thus an adequate
candidate for design space exploration studies in NEUROPULS project.

2.2.2 LeNet-5

LeNet-5 is one of the first CNNs, developed by Yann LeCun and his team in 1998. The
details are in their paper "Gradient-Based Learning Applied to Document Recognition,"
where they used LeNet5 to recognize handwritten digits [38].

As shown in Figure 1 below, LeNet-5 has a five-layer architecture, including two
convolutional layers and three fully connected layers. It processes 32x32 grayscale
images, meaning it isn't designed for multichannel RGB images.

C3:f. maps 16@10x10
C1: feature maps S4: f. maps 16@5x5

INPUT
30x32 6@28x28

S2: f. maps
6@14x14

|
| FuIIconAection ‘ Gaussian connections

Convolutions Subsampling Convolutions  Subsampling Full connection

Figure 1. LeNet5 architecture, a Convolutional Neural Network (CNN). (Image Source [38]).

The input layer is followed by a convolutional layer with 6 filters of 5x5 size, reducing the
image dimensions and increasing the depth to 28x28x6. This is followed by a pooling
layer that halves the size to 14x14x6. Another convolutional layer with 16 filters of 5x5 size
is applied, followed by another pooling layer, resulting in a 5x5x16 feature map.

Next, a convolutional layer with 120 filters of 5x5 size flattens the feature map to 120
values. This is followed by a fully connected layer with 84 neurons. The final layer, the
output layer, has 10 neurons, corresponding to the 10-digit classes in the MNIST dataset,
as shown in Figure 2.

D5.1 Accelerators models and components: iteration 1- Public n
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Data Loading

We use the MNIST dataset, which includes 28x28 grayscale images of handwritten digits.
It contains 60,000 training images and 10,000 testing images.

You can see some of the samples of images below:
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99994993939399494 4

~0
0

Figure 2. The MNIST database (Modified National Institute of Standards and Technology
database) - Image Source from [40].

2.3 The gemb5 Simulator

WP5 aims to build a comprehensive system architecture modeling and simulation
infrastructure that incorporates neuromorphic accelerators and hardware primitives. To
achieve this goal, the state-of-the-art computing systems simulator, gemb5, will serve as
the backbone for the entire WP5. gem5 [2] is a widely used system-level computer
architecture simulator that provides a flexible and modular framework for modeling and
simulating various aspects of computer systems. The primary goal of gem5 is to enable
researchers and developers to explore and evaluate new architectural ideas, system
designs, and software optimizations in a simulated environment before implementing
them on real hardware. It supports cycle-level simulation of a wide range of computer
architectures, including x86, Arm, MIPS, RISC-V, and other older ones, making it a

D5.1 Accelerators models and components: iteration 1- Public 12



N

"Neuromorphic energy-efficient

NEU ROPU LS 3 secure accelerators

Www.neuropuls.eu

versatile platform for researchers working on diverse computer architectures at the
system level (including the microarchitecture, architecture, operating systems, and
application layers of the computing stack). gem5 is open-source and has gained
popularity in both academic and industrial research communities.

gemb5's design is based on a modular and extensible architecture, allowing users to easily
customize and extend the simulator to suit their specific needs. It includes models for
various components such as processors, memory hierarchy, caches, interconnects, and
peripheral devices, providing a comprehensive simulation environment for studying
computer system behavior.

gemb5 originated as a successor to the M5 simulator [4]. The transition from M5 to gem5
occurred to address limitations in M5 and to create a more modular and extensible
simulation framework. The design philosophy of gem5 centers around modularity and
extensibility. It employs a component-based architecture, allowing users to easily
combine and modify simulation components to model different aspects of computer
systems accurately.

The simulator includes detailed modeling of memory hierarchies, including caches,
main memory, and storage, and support for modeling on-chip and off-chip
interconnects. Researchers can analyze the impact of different memory configurations
and the effects of different communication architectures on system performance.

Finally, gem5 is widely adopted in both academic research and industrial settings. It is
used for a range of studies, including microarchitecture exploration, performance
analysis, software development, and validation of new architectural ideas before actual
hardware implementation.

Some related works that complement or are often used with gem5 in the context of
computer architecture research are shown below:

1. SPEC and MiBench Benchmarks:

The benchmark suites offered by the Standard Performance Evaluation Corporation
(SPEC), including SPEC CPU 2017 [5], or other popular suites such as MiBench [34]
are extensively utilized for assessing computer system performance. gemb5 is
commonly utilized by researchers to simulate the execution of SPEC benchmarks
on CPU(s), enabling the evaluation of the effects of architectural modifications on
practical workloads [6].

2. DRAMSIimM2 and DRAMSImMS3:

DRAMSIM?2 [7] and DRAMSImM3 [8] is a memory system simulator that focuses
specifically on modeling dynamic random-access memory (DRAM) behavior.
Researchers integrate them with gem5 [9] to study memory subsystem
performance, investigate memory hierarchy designs, and analyze the impact of
different DRAM architectures on overall system performance.

3. Sniper:

Sniper [10] is another cycle-level simulator that complements gem5 in the realm of
computer architecture research. It provides detailed simulation capabilities for

D5.1 Accelerators models and components: iteration 1- Public 13
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multicore processors and supports various performance analysis tools. Researchers
frequently utilize gemb5 for system-level simulations and turn to Sniper for faster
microarchitectural studies, especially given the absence of system-level support in
Sniper [11].

4. Pin:

Pin, developed by Intel [12], is a dynamic binary instrumentation tool. Researchers
employ Pin for the instrumentation and analysis of binary programs, subsequently
utilizing gemb5 for simulations at the system level [13]. This pairing enables a
thorough evaluation of behaviors at both the application and system levels.

5. gem5-gpu:

gemb-gpu [14] is a simulator designed to emulate tightly integrated CPU-GPU
systems. It builds upon gemb5, a modular full-system CPU simulator, and GPGPU-
Sim, a detailed GPGPU simulator [15]. This approach enables the simulation of
diverse system configurations, including those with coherent caches and a unified
virtual address space between the CPU and GPU, as well as systems maintaining
separate physical address spaces for the GPU and CPU. Notably, gem5-gpu supports
the execution of the most unmodified CUDA 3.2 source code, allowing applications
to launch non-blocking kernels for simultaneous CPU and GPU processing.

These related works and tools provide additional perspectives and capabilities to
researchers using gemb5, allowing them to conduct comprehensive studies across
various levels of abstraction and dimensions of computer architecture. The combination
of gem5 with these tools enhances the versatility and depth of architectural exploration
in both academia and industry. Through the NEUROPULS project, our objective is to
establish a novel System-on-Chip (SoC) infrastructure built upon the gem5 simulator.
Leveraging its simulation effectiveness, we aim to deliver a new simulation
infrastructure that supports not only CPU modeling but also accelerator designs within
an SoC framework integrated with gemb5.

D5.1 Accelerators models and components: iteration 1- Public 14
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3. Simulation Infrastructure for Al
and Neuromorphic Accelerators
Models

This section delves into the heart of the simulation infrastructure — the system
architecture simulation framework, which is called gem5-MARVEL [24]. It outlines the
underlying principles, methodologies, and innovations embedded in the gem5-MARVEL
framework. Special emphasis is placed on its ability to accommodate neuromorphic
accelerators and design space exploration using the NEUROPULS simulation
infrastructure, ensuring a holistic representation and exploration of modern computing
systems.

3.1gem5-MARVEL

3.1.1 gemb5-based Accelerator Modeling

In this section, we present a summary of our gem5-based modeling implementation.
Recently, several efforts have been made to integrate DSA models with the state-of-the-
art gemb5 simulation environment. These efforts include, among others, gem5-Aladdin
[25] and PARADE [26]. Additionally, SystemC support was added to gemb5 [27] enabling
the potential of cycle-accurate modeling of hardware structures including accelerator
datapaths. Therefore, existing works for modeling domain-specific accelerators rely
either on pre-RTL [25], [26] or RTL-based solutions [27] (e.g., C/C++-based models).

However, all these options have significant disadvantages. On one hand, both gem5-
Aladdin and PARADE, although they are both pre-RTL frameworks and thus,
comprehensive, they provide limited support for design space exploration due to their
restrictive simulation semantics. In addition, they suffer from low simulation fidelity
when data availability, parallelism, and timing are not decoupled from the input dataset.
On the other hand, while SystemC support offers the potential of highly accurate
modeling, being an RTL-based alternative, it requires considerably higher design effort
and eventually provides lower throughput than the other two pre-RTL frameworks.
Although low-level simulators may provide accurate fault effects, their simulation
throughput is extremely low to be affordable and cannot model long-running workloads
with OS activity (RTL simulation is several orders of magnitude slower than cycle-level
microarchitectural simulation [28]-[30]. To this end, gem5-MARVEL relies on
microarchitecture-level simulation using the latest version of the gem5 simulator [2], [31],
which allows (i) deterministic, (ii) end-to-end, (iii) cycle-level execution of (iv) large
workloads (v) on top of an operating system; this combination is impossible at lower
levels. To this end, we are based on a new pre-RTL framework, which overcomes these

D5.1 Accelerators models and components: iteration 1- Public 15
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limitations and provides flexibility, and excellent tradeoffs among performance,
simulation fidelity, and ease-of-use.

gem5-MARVEL is an extension of gem5-SALAM [32] that uses an advanced dynamic
graph execution engine based on LLVM [33]. gem5-SALAM instruments the LLVM IR
(Intermediate Representation) to model DSAs using C descriptions of their functionality.
Its main advantages are:

e It provides accurate representation of the accelerator datapath based on analysis
of the LLVM intermediate representation of the accelerated algorithm.

e It provides cycle-level modeling through the dynamic LLVM-based runtime
execution engine.

e It decouples the datapath and memory components to aid design space
exploration and system optimization.

e gemb's tight integration enables seamless and intricate interaction between the
accelerator and other system modules, including the CPU and the memory
subsystem. Its high level of integration within the gem5 allows for complex
interaction between the accelerator and other system modules, such as the CPU
and the memory subsystem.

For the above reasons, we believe that gem5-SALAM is the ideal candidate for
integration into our framework to complement the CPU side of the system with the
accelerators side. This lets us evaluate the performance and reliability of many
accelerator architectures, ranging from loosely coupled multi-accelerator configurations
to tightly coupled coprocessors.

The gemb-based simulation infrastructure comprises two core components: the
Compute Unit and the Communications Interface. The Compute Unit represents the
custom accelerator's datapath, while the Communications Interface facilitates memory
access, control, and synchronization through memory access ports, Memory-Mapped
Registers (MMRs), and interrupt lines. The memory access ports allow parallel access to
different memory types like scratchpad memories (SPMs) and register banks (these two
types of memories occupy the largest part of the area of many accelerators). MMRs
consist of configurable status, control, and data registers, enabling low-level device
configuration and facilitating communication between the accelerator and the host,
and between multiple accelerators in a cluster. By treating the accelerator as a memory-
mapped device, the host can utilize the provided interrupt signals for synchronization
without the need for constant polling.

Additionally, the gemb5-based infrastructure includes Direct Memory Access (DMA)
devices and custom memories that can be seamlessly integrated into accelerator
designs, enhancing its versatility. Figure 3 shows the SoC architecture, including gem5-
SALAM's features, on which our fault injector is built. Specifically, the accelerator designs
that we tested are loosely coupled and communicate with the host CPU via MMRs and
DMA transactions. The CPU writes the input and output memory addresses to the
accelerator MMRs and directs the accelerator to start the computation. The accelerator
transfers the data to its SPMs or Register Banks via DMA, performs the required
calculations, and transfers the data back to the system memory. After task completion,
it notifies the host via a pre-defined interrupt.

D5.1 Accelerators models and components: iteration 1- Public 16
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Figure 3: gem5-based SoC architecture and interconnection.

3.1.2 Adding RISC-V Support

Currently, gem5-SALAM only supports the Arm ISA (Instruction Set Architecture) when
it comes to the processor cores of the simulated system. However, the tremendous
growth of the RISC-V ecosystem in the past few years, and its rapid adoption in both
academia and industry, motivated us to port gem5-SALAM to also support the RISC-V
ISA and system configuration.

The recent introduction of RISC-V full-system execution support into gem5 was highly
beneficial to this endeavor. Nonetheless, the main challenge of extending the
framework to also support the RISC-V ISA is to identify the Arm-specific components (i.e,,
the ISA dependencies) and translate them into the corresponding RISC-V ones. We
summarize below the major components that had a strong dependency on the Arm
platform. Specifically:

e The interrupt system used by gem5-SALAM hardware components that
employed the Arm General Interrupt Controller (GIC) for posting interrupts to the
host CPU,

¢ The automatic gem5 configuration script generator used an Arm gemb5
configuration script as a template.
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3.1.3 Fault Injection

3.1.3.1 Overview

gem5-MARVEL is also a fault injection framework, that operates at the
microarchitecture-level and supports transient and permanent fault injections to all
hardware structures of the CPU and for the three prevailing ISAs (x86, Arm, RISC-V). The
fault injection feature was implemented in the simulation framework to support the
reliability aspect of the NEUROPULS project through the WP5.

Every fault injection campaign consists of a series of faults to be injected, which
constitute the statistical sample, the simulations for every fault, the output results, and
their parsing to estimate the vulnerability (or other desired metrics). As shown in Figure
4, depending on the parameters of the system (i.e,, the microarchitectural details, the
size, and structure of the hardware components, etc.), a different component of gem5-
MARVEL is responsible for producing these fault mask files for a fault injection campaign
0. Running scripts that serve as a campaign controller and are responsible for carrying
out each step necessary for a full SFI campaign are used by gem5-MARVEL to manage
fault injection campaigns. These scripts compose the library of the gem5-MARVEL. For
injecting single or multiple faults during system simulation, each fault injection
simulation requires a fault mask input file e ®. The fault injection simulations come next
®, in which the controller supplies the necessary inputs for the simulation and stores
copies of the results. Multiple systems and/or CPU cores can be used to speed up the
assessment, turning the time consumption problem to an infrastructure scale one.
gem5-MARVEL can be configured to spawn multiple workers for a fault injection
campaign to achieve 100% utilization of the available hardware resources.

Each gem5-MARVEL instance runs an independent simulation, which corresponds to
one injected fault (single or multiple), and once the simulation finishes, it produces
several output files and logs @, with any required information about the specific fault
injection run. Once the simulation is complete, all generated outputs and system states
(including simulation statistics, output files, terminal 1/O, operating system verbose
(faults, messages, exceptions, etc.) are stored for post-processing. These are used to

. ® I I =& ™
| (" Fault List \ l 1 l l { Results Vo
L | s 5| s 5 : .
| B o R ~

Fault Masks [l — ® I I R ! b
f = = = = — .
Generator : i Fault : é E E E i e P
: | /| 0 ) wn 0 |\ /' :

AN N /
e — ’ E R [® IR }

O| AVF |«—— vpasing | O

Figure 4. Fault injection campaign high-level layout with parallel workers.
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determine what the result of the injected fault on this simulation was. Finally, the results
are parsed @. Figure 4 shows the preparation (also known as campaign initialization),
simulation, and parsing phases of this process. gem5-MARVEL contains a pool of
hardware configurations and benchmarks from which the user may choose to do the
AVF (Architectural Vulnerability Factor) or HVF (Hardware Vulnerability Factor)
assessment to make usage simpler and more user-friendly. Additional hardware
configurations or benchmarks can be added to the pool at any time. The last step, after
the parsing phase, is the final AVF (or other metric, e.g., HVF) estimation @.

3.1.3.2 Measuring AVF and HVF

gem5-MARVEL evaluates both the AVF and the HVF and provides accurate evaluation
results using statistical fault injection for both methodologies. The HVF of a hardware
structure is the fraction of faults in the structure that are either activated within the
hardware layer or exposed to a higher layer [35]. A hardware-visible fault is exposed to
the user program once it reaches a software (or architecture visible) resource [36].

gem5-MARVEL employs two vulnerability evaluation methodologies of different layers:
the HVF assessment [35] and the AVF assessment, providing the partial
microarchitecture-dependent vulnerability and the full cross-layer vulnerability,
respectively. As shown in Figure 5(a), the microarchitecture-dependent evaluation (HVF)
focuses on the effects of hardware faults only until they first “touch” the software layer
and stops at that point. Apparently, for accelerator designs, where the faults target the
scratchpad memories of each design, the HVF and AVF analysis are identical. The reason
is that the architecture of a domain-specific accelerator is totally different from the
architecture of a general-purpose CPU.

In an accelerator design, any fault is eventually visible, unless the fault hits an invalid or
unused cell of the scratchpad memory. In that case, the fault is characterized as masked.
The HVF analysis considers as Benign faults, those faults that eventually get masked by
a microarchitectural operation (e.g., a misprediction), and thus, the fault occurrence

hardware

fault-free .
propagation

(a) |
|

Start Fault ropagates

Injection or moves Same fault

mask
software
ropagation propagation |
AVF
Start Fault Fault propagates End
Injection or moves to SW

fault-free

|
(b) |

Figure 5. (a) HVF evaluation process; (b) AVF evaluation process,
which may also consider the HVF evaluation.
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never reaches the commit stage of an out-of-order microprocessor (i.e., the fault is not
architecturally visible). On the other hand, any fault that reaches the commit stage (i.e,,
architecturally visible), is considered as a corruption and participates in the total HVF
measurement.

AVF (see Figure 5(b)) on the other hand, considers the entire program’s execution, an
architecturally visible fault may affect the program’s operation or may get masked. A
fault that either reaches the software and gets masked by a program’s operation (e.g,,
the corrupted register value is never be used) or it is benign (it does not reach the
software), it is a Masked fault for the AVF classification, since it does not affect the
program. On the other hand, a fault that eventually reaches the software layer and
subsequently affects the program’s operation, it is classified either as an SDC or as a
Crash. This is the process that gem5-MARVEL follows for the HVF and the AVF
assessments.
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4. Accelerator Designs and Design
Space Exploration

While the NEUROPULS accelerators are still in development and not yet integrated into
gemb, we have successfully implemented well-established neural network accelerators.
This provides valuable performance insights and sets the foundation for future
comparisons and design space exploration with the final NEUROPULS accelerator
model. In this section, we conduct an extensive exploration of the design space for
LeNet-5, thoroughly analyzing various architectural configurations and their
performance implications. Additionally, we detail the modeling steps taken to
successfully implement MobileNetv2, explaining the considerations made in adapting
its structure to specific design goals.

4.1 LeNet-5 Design Points

Leveraging the capabilities of our advanced accelerator modeling infrastructure, we
thoroughly examine two distinct topologies of an accelerator implementing the LeNet-
5 CNN, extending the architecture of [3] and exploring three different levels of
parallelism. In the following subsections, we provide an in-depth analysis of the various
design points we considered, and delve into the trade-offs between performance, area,
and reliability assessment. This detailed exploration allows us to uncover the strengths
and weaknesses of each approach, offering valuable insights into the impact of
parallelism on system efficiency and dependability.

We investigate two distinct hardware topologies, referred to as Naive and Massive,
which demonstrate how designers can quickly explore different architectures using our
infrastructure. These topologies serve as examples to showcase the flexibility and
efficiency of our system in evaluating various design choices. For these topologies, we
have identified six key internal parameters for exploration: output height, output width,
kernel height, kernel width, and the input/output channel depth. These kernel and
channel depth parameters play a crucial role in defining the internal loop structure of
the system. By adjusting these loops, we can unroll them to enhance datapath
parallelism. This flexibility allows us to develop three hardware variants that we
benchmark on each architecture.

The first hardware variant, which we label as "No Unroll," does not feature any loop
unrolling. It relies solely on temporal compute parallelism within the accelerator. The
second variant, termed "Input Unroll," fully unrolls the kernel's height, width, and input
channel dimensions for each layer of the network. For instance, in the case of Conv],
which has a 5x5x6 convolutional window, the input window is fully unrolled, resulting in
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a parallelism factor of 150. This unrolling process ensures that the feature map and
weight scratchpad porting are aligned with the unroll factor.

The third and most aggressive variant, called "Output Unroll," fully unrolls not only the
kernel height and width but also both the input and output channel dimensions. For
example, in the Convl layer, this approach would unroll across a set of loops covering
16x5x5x6 dimensions, resulting in a much larger parallelism factor of 2400. These three
variants—No Unroll, Input Unroll, and Output Unroll—illustrate the varying degrees of
parallelism that can be achieved by adjusting this critical design knob, showcasing how
designers can tune different aspects of a given architecture for optimal performance.

Each of these unrolling techniques provides a unique approach to parallelism. The "No
Unroll" variant maintains simplicity, focusing on temporal parallelism. "Input Unroll"
offers more parallelism by extending across input channels and kernel dimensions, while
"Output Unroll" maximizes parallelism across both input and output channels, offering
the most comprehensive parallel structure. These variations help demonstrate the
impact of unrolling on performance and resource utilization across different hardware
architectures.

4.1.1 Naive LeNet-5 topology

The Naive Design serves as a baseline implementation against which other architectural
features are compared. In this system, data is transferred directly between scratchpad
memories using DMA, and each layer of the network is processed sequentially, as
illustrated in Figure 6.

The Naive design represents a simple and straightforward architecture for the given
CNN. At a high level, the design consists of separate accelerators that access memory
through a shared DMA. A central controller, referred to as the Top, manages all memory
transfers to and from these accelerators and ensures synchronization between them.
Due to the way memory is handled, there is no overlap in the execution of the
accelerators, as each subsequent accelerator must wait for the complete output feature
map from the previous layer before it can begin processing. This approach simplifies
synchronization, as the Top controller processes each network layer one after the other
and manages the corresponding memory transfers accordingly.
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Figure 6. The Naive architecture design of LeNet-5.

4.1.2 Massive LeNet-5 topology

In the Massive architecture, accelerators are connected in a streaming-like configuration
through scratchpad memories, with a dedicated "Data Sync" accelerator responsible for
coordinating data transfers, as illustrated in Figure 7. This architecture allows for self-
synchronization, significantly reducing control overhead and enabling overlapping
execution of tasks.

Streaming in CNNs presents challenges due to the imbalance between data production
and consumption. While data is typically written once, it is read multiple times because
of the shifting convolutional windows. In the Naive design, separate input and output
memories are used, and data is moved through a DMA, but this approach does not fully
optimize the use of data across layers, missing opportunities for increased parallelism
during execution.

To address this, the Massive architecture employs the Data Sync accelerator, which is
specifically designed to manage data movement between layers. Unlike traditional DMA
approaches, the Data Sync accelerator is aware of the data access patterns in the
network, allowing it to transfer data between layers as soon as it becomes available. This
transforms the input and output scratchpads into a highly efficient stream buffer,
enabling a single write with multiple reads.
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Figure 7. The Massively Parallel architecture design of LeNet-5.

This synchronization method allows each accelerator to execute operations based on
data availability, without relying on a central controller, improving parallelism and
efficiency across the architecture.

4.2 LeNet-5 Area & Performance Trade-Off

In Figure 8, we present the relative area estimates for the six design points considered
in our design-space exploration study. The analysis reveals intriguing insights into the
area footprints associated with different topologies and levels of parallelism. Notably, the
Naive and Massive topologies, which utilize only temporal parallelismm without
incorporating spatial parallelism (such as Input Unroll and Output Unroll), exhibit
comparably small area footprints. However, it is worth noting that the area footprint of
the Massive topology is approximately 25% larger than that of the Naive topology.

As we introduce increased levels of parallelism—thereby engaging more functional
units—we observe a substantial increase in area. Specifically, the Naive topology that
incorporates Input Unroll demonstrates an area that is eight times larger than its
counterpart without any parallelism. This trend becomes even more pronounced with
the addition of Output Unroll, where the area expands to a staggering 32 times greater
than the base case. The Massive topology displays a similar pattern of growth in area
with increased parallelism. In this case, the area of the Massive topology with Input Unroll
is ten times larger than that of the configuration without any form of unrolling. When
we consider Output Unroll, the area escalates dramatically, reaching 50 times the size of
the no-Unroll configuration.
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Figure 8. Relative area estimations for six design points.

These findings underscore the significant impact that varying degrees of parallelism can
have on area utilization, highlighting the trade-offs involved in design decisions within
the context of architectural exploration.

Figure 9, we present the relative performance measurements for the six design points
that we have examined in our study. The Naive implementation without any form of
unrolling serves as the baseline for comparison. This baseline allows us to assess the
performance improvements associated with different unrolling strategies and
topologies.

The Naive implementation with Input and Output unrolling variations shows modest yet
notable performance gains. Specifically, the Naive Input Unroll achieves an impressive
performance enhancement of 8 times that of the baseline, while the Naive Output Unroll
variation offers a slightly better performance improvement of 19 times the baseline.

In contrast, the Massive implementation demonstrates significantly greater
performance advantages when compared to the Naive implementation. The Massive
topology provides a baseline speedup of 4 times over the Naive approach. However, the
true potential of the Massive implementation is realized when we consider the effects of
unrolling. With the introduction of Input Unroll, the performance skyrockets to an
astounding 33 times faster than the baseline. Even more striking is the performance
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Figure 9. Relative performance assessment for the six design points.

increase observed with the Output Unroll variant, which reaches an impressive 170 times
the baseline performance.

These results illustrate not only the effectiveness of different unrolling strategies in
enhancing performance but also highlight the considerable advantages of the Massive
implementation compared to the Naive approach. This analysis underscores the
importance of optimizing design points to achieve significant performance
improvements in computational tasks.

4.3 Reliability Assessment of
Heterogenous Architecture

To assess the reliability of the various design points considered in our study, we
conducted statistical fault injection tests on the Scratchpad Memories (SPMs) of each
accelerator configuration. The SPMs represent the largest array structures within the
accelerator cluster, making them particularly susceptible to soft errors caused by cosmic
particle radiation. Given the critical role that these memories play in the overall
functioning of the accelerators, understanding their vulnerability to such errors is
essential for ensuring reliable operation.
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Our analysis reveals that the fully connected layer SPMs, especially those containing the
weights of the layers, exhibit the highest vulnerability, with AVFs exceeding 80%, as
shown in Figure 10. This elevated vulnerability can be attributed to the high density of
these layers and their proximity to the output, where any errors could have a significant
impact on the final results. The tightly packed nature of the weights in fully connected
layers increases the likelihood of errors propagating to the output, potentially
compromising the result of the computations being performed.

When examining the differences in AVF among the various unroll levels and the two
topologies, we find only minor variations. These differences are primarily due to the
distinct access patterns of the memory over time, which influence how susceptible each
design point is to faults. In the Naive topology, we observe that the output SPM of the
first convolutional layer (convOOutput) also demonstrates a significant AVF of
approximately 13%. This value, while considerably lower than that of the fully connected
layer SPMs, still indicates a notable susceptibility to errors.

Overall, the findings from our reliability assessment underscore the critical importance
of considering soft error vulnerabilities in the design and implementation of NN
accelerators. By identifying the specific SPMs that exhibit the highest risk, engineers and
researchers can develop more robust error mitigation strategies, ultimately leading to
more reliable and resilient architectures capable of performing effectively even in
radiation-prone environments.
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Figure 10. AVF for the target SPMs of each design point.
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In Figure 11 we showcase the breakdown of fault effects (i.e., Silent Data Corruptions -
SDC, and Masked faults) of the statistical injected faults. Due to the dataflow nature of
the accelerators that we use in this study, the only possible outcomes of injected faults
are either SDCs (i.e. output corruptions that are not detected by any mechanism) or
masked faults (i.e. faults that are never propagated to the output). Masking can either
be temporal or spatial. Temporal masking happens when an error bit is overwritten by a
value and thus never used. Spatial masking can happen due to storage elements in an
array being not fully utilized, and thus a corruption in an unused cell does not affect the
computation being performed.
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Figure 11: Fault effect breakdown of injected faults.
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4.4 MobileNetv2 Modeling

We divide the MobileNetV2 architecture into four primary computational blocks, each
assigned to a dedicated cluster. These clusters have distinct network structures, with the
head, tail, and classifier functioning as single-use clusters. Thanks to the dynamic
reconfigurability of the accelerators in our infrastructure, we can create a reusable,
unified body cluster. Figure 12 illustrates the system-wide architecture, which extends
the architecture of [3]. Although the Classification cluster is omitted due to its
straightforward design, it is part of the network implementation. The DW functional unit
addresses the producer-consumer imbalances in CNNs. In this functional unit, we
introduce an internal Im2col accelerator for DW convolution, which processes data from
an input FIFO stream to prepare the convolution window for the main computation
accelerator. The PW functional unit has a distinct design to accommodate the specific
data access patterns of the PW operation. This PW functional unit operates
independently, handling both data management and computation. The "normal"
convolution, is essentially the DW functional unit processing a 3-channel RGB image.
Each functional unit writes its output to a FIFO stream that feeds into the next unit in
sequence. Since the pointwise accelerator doesn’t require input data reordering, it
manages its own convolution window and processing. Using these functional units as
building blocks, we construct four clusters, interconnecting them with FIFO buffers.
Each cluster also includes Direct Memory Access (DMA) modules for main memory
access and a top-level accelerator to handle memory transfers and initialization. Network
inputs and outputs are managed via FIFO buffers accessed through a Stream DMA,
configured by the top-level system. Weights and quantization parameters are
transferred to their respective Scratch-Pad Memories (SPMs) before the accelerators
begin computation.

The Head cluster is responsible for processing the network's first two layers, which
include a standard convolution layer and a unique inverted residual block (IRB). The
Body cluster is where the majority of the network's computations occur. The Body
contains IRBs and support for residual connections. The Tail cluster extracts features for
the classifier and performs average pooling. Finally, the Classifier cluster runs the fully
connected layer that completes the network’s computation.

Note that the modeling process for this design is still ongoing; therefore, we have not
provided any design space exploration results in this version of the deliverable. However,
we aim to include comparisons and a detailed assessment in the next iteration of the
deliverable, alongside other electronic and neuromorphic accelerator designs.
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Figure 12. MobileNetV2 Accelerator Architecture.
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5. Conclusion

The NEUROPULS full system simulation infrastructure for heterogeneous
electronic/photonic systems provides a dynamic environment for the project partners,
and generally for researchers and engineers, to iterate through various design iterations
rapidly. By offering a simulation platform based on state-of-the-art microarchitecture-
level simulators, such as gemb5, for simulating complete computing systems, including
neuromorphic accelerators and security primitives, the NEUROPULS infrastructure will
become a playground for future innovation. NEUROPULS partners and researchers can
experiment with novel architectures, algorithms, and configurations.

In the realm of heterogeneous computing systems, in which diverse components need
to seamlessly interact, the NEUROPULS simulation infrastructure aims to make
informed decisions at the system level. It allows for the exploration of intricate design
spaces, facilitating a more in-depth understanding of how different components may
impact the overall system performance and security. This knowledge is invaluable for
architects and engineers seeking to optimize systems for specific use cases or
performance criteria.

This deliverable lays the groundwork for the detailed modeling and evaluation of Al
accelerators within the gem5 simulation framework, with special focus on electronic
designs. By simulating NN workloads, such as Lenet-5, and analyzing critical
performance metrics, we have taken significant steps toward understanding the
operational dynamics and design trade-offs of these accelerators. The integration of
photonic neuromorphic accelerators in the next iteration of the deliverable will further
broaden the scope of our exploration, positioning our work at the forefront of
heterogeneous computing system design. As we continue to refine our models and
expand our benchmarking efforts, the next deliverable iteration (D5.2) will delve deeper
into neuromorphic accelerator architectures and their potential for energy-efficient Al
computation. Ultimately, this work contributes to a versatile simulation environment
that supports comprehensive system-level evaluations, fostering innovation in Al
hardware design.
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