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ABSTRACT
The objective of this deliverable is to analyze the reusability of the existing assets (IoT platforms,
data analysis tools, data mining algorithms, cloud platforms, etc.) for the project. The starting
point will be the analysis of the existing IoT, Cloud and big data assets from the project’s European
and Japanese partners. The presentation of relevant assets is the first step of the analysis in order
to assess their adequacy for the BigClouT objectives. In particular the results from the ClouT
project that will provide the backbone for the BigClouT platform. The additional enablers from the
big data analytics and distributed intelligence domains will cover the requirements on knowledge
extraction on top of the existing ClouT architecture.

Disclaimer
This document has been produced in the context of the BigClouT Project which is jointly funded by
the European Commission (grant agreement n° 723139) and NICT from Japan (management number
183). All information provided in this document is provided "as is" and no guarantee or warranty is
given that the information is fit for any particular purpose. The user thereof uses the information at its
sole risk and liability. This document contains material, which is the copyright of certain BigClouT
partners, and may not be reproduced or copied without permission. All BigClouT consortium partners
have agreed to the full publication of this document. The commercial use of any information contained
in this document may require a license from the owner of that information.
For the avoidance of all doubts, the European Commission and NICT have no liability in respect of
this document, which is merely representing the view of the project consortium. This document is
subject to change without notice.
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GLOSSARY
TERM

DEFINITION

ACID

Database transaction paradigm : Atomicity, Consistency, Isolation and
Durability

API
CDMI

Cloud Data Management Interface: SNIA standard that specifies a protocol
for self-provisioning, administering and accessing cloud storage

CEP

Complex Event Processing: method of tracking and processing streams of
data combined from multiple sources, about events happening

CIaaS

City Infrastructure as a Service layer of the ClouT platform

CoAP

Constrained Application Protocol

CPaaS

City Platform as a Service layer of the ClouT platform

CQL

Continuous Query Language

CRUD

Acronym of the four basic functions of persistent storage : create, read,
update and delete

DAG

Direct Acyclic Graph

DBMS

Database Management System

DDF

Distributed data flow

DSL

Domain Specific Language

ECA

Event Condition Action

EMF

Eclipse Modeling Framework

EnOcean
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Application Programming Interface

Energy harvesting wireless technology

ETL

Database usage : Extract, Transform, Load

EWC

Entombed Web Content

GUI

Graphic User Interface

HTTP
IoT

Internet of Things

J2EE

Java Platform Enterprise Edition

JDBC

Java Database Connectivity:

JSON

JavaScript Object Notation : "lightweight" exchange data format

KPI
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HyperText Transfer Protocol

Key Performance Indicator

LDAP

Lightweight Directory Access Protocol

LoRa

“Long Range” : Low Power Wide Area Network specification

MQTT

MQ Telemetry Transport : ISO standard (ISO/IEC PRF 20922) publishsubscribe-based "lightweight" messaging protocol

NoSQL

“Not only SQL” is said about a database providing storage and retrieval
data features modeled in means other than tabular relationship, aiming at
distributed database implementation

OLAP

OnLine Analytical Processing : multi-axis database analysis

REST

The REpresentational State Transfer is an architectural paradigm

SDK

Software Development Kit

SQL

Structured Query Language : programming language dedicated to
database management

WEB

World Wide Web

WSN

Wireless Sensor Network

XBee

Family of form factor compatible radio modules from Digi International
based on the IEEE 802.15.4-2003 standard

XMPP

eXtensible Messaging and Presence Protocol

XML

eXtensible Markup Language

XPath

Query language for processing XML document

ZigBee

IEEE 802.15.4-based specification

EXECUTIVE SUMMARY
The purpose of this document is the analysis of the assets of the BigClouT partners. This analysis
is part of a broader process of defining the architecture of the BigClouT platform. To extract the
relevant information to achieve this goal, each partner provided the description of its assets by
following a predefined pattern in order to collect all or part (whether it applies or not) of the
information relating to: the purpose and the overall architecture of the product, the positioning
with respect of the state of the art, the technological readiness level of the product and its
technological dependencies, the license information, as well as the supported elements of
security. In order to make these data usable, the partners have defined a methodology
combining two approaches: top-down and bottom-up, explained in the conclusion of this
document. The final architecture of the BigClouT platform will be designed using the
intersection of these two approaches.
The ClouT platform final architecture will be the starting point of the top-down approach. The
Task 1.3 will produce a logical architecture defining the modules in a generic way independent
from technologies. Based on this architecture, the work package 2 and work package 3 will also
produce other two specific ones detailing specific modules.
The starting point of the bottom-up approach is this analysis of the existing worldwide IoT,
Cloud and big data landscapes, particularly those coming from European and Japanese partners.
Beyond the first identification of the most relevant assets, their potential adequacy for the
BigClouT objectives will also be evaluated.
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INTRODUCTION
Each partner has provided details of their assets using a common template. The template was
defined to achieve the relevant information extraction to be reusable in the BigClouT platform
architecture, as well as in its implementation. This template uses six entries that each partner
was invited to complete if it applies to its product:


General description and architecture: this entry is an overview presentation allowing
each of the partners to understand the addressed issue, and how it is achieved at a macro
level. It is on the basis of this understanding that future discussion on the mapping of the
asset under consideration, to the identified functional blocks will be carried out.



Positioning with respect to the state of the art: this entry responds to the question of how
the partner’s asset can be distinct from other available products addressing the same issue,
and so whether it is the most appropriate to be integrated into the BigClouT platform.



The technological readiness level: this entry aims at fulfilling two distinct purposes:
o Evaluation of the maturity of the provided features and identification of the BigClouT
feature to be implemented using that asset;
o The expected maturity level of the feature at the end of the project, and so the evaluation
of the work to be done to reach that level.



Licensing and intellectual property: this entry enables evaluation of the common working
conditions (shared or unshared data), any potential legal blocks, and the licensing and
intellectual property regime that could be applied to the final and entire BigClouT platform.



Dependencies: this entry lists the technological dependencies of the partner’s asset. This list
completes the licensing and intellectual property entry and can also been used to determine
the interoperability issues to be overcome in future integration work.



Security mechanism and protocol: this entry describes how security is handled by the
asset, and will allow determination of whether this security mechanism can be shared in the
entire platform and fulfill the dependability requirement.

Following sections describe each of the asset in a synthetic way. For the sake of the readability of
the document, only the general description and the architecture of each asset has been included
in the main body of the document. The remaining parts have been added as an appendix at the
end of the document. Each presentation starts with a graphical representation illustrating the
relevance of the asset to the tasks of the BigClouT workplan.
Finally, the conclusion section provide a first analysis of the assets from the architectural point
of view. It is part of a wider approach consisting of the specification of the BigClouT platform
architecture and the definition of the blocks, components and functions to be implemented, as
well as integration works to be done. The methodology that will be applied in the next steps of
this work is also explained in the conclusion section.
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1

ICCS CoherentPaaS

Related BigClouT’s work plan task(s):
all WP3 tasks
WP2 Task 2.1: Big city data generation,
collection, redistribution with
interoperable tools
WP2 Task 2.2: Self-aware, reconfigurable
and dependable platform
WP2 Task 2.3: Distributed edge
processing, storage and platform
management
WP2 Task 2.4: Application programming
tools for smart city
WP3 Task 3.1: Big data analytics and
business intelligence
WP3 Task 3.2: Learning, predictive
modelling and decision making
WP3 Task 3.3: Distributed real-time data
mining with event detection for actuation

1.1 General description and architecture
Polyglot Persistence is a phrase that troubles a vast number of data administrators and
analysts. Traditionally the term “Polyglot” used to mean “one who knows many
languages”, stemming from the words poly (Greek πολύ) which means many and glosa
(Greekγλώσσα) which means language. In the data management domain though, this
term refers to the usage of many different data stores in combination with one another,
which also means the usage of many query languages in combination with one another.
So, the polyglot persistence is the challenge of creating an environment which holds its
persistence across different query languages and data stores in general.
The CoherentPaaS[1] project is a European funded research, under grant agreement
no 611068, which was created in order to “address the pains of Polyglot Persistence
environments”. A plethora of partners are involved, from a variety of organizations and
countries, creating a solid technological expertise and an effective research work force.
The four tenets of this project are Coherence, Scalability, Simplicity and Efficiency.
 Coherence: The applications using this framework will encounter a coherent view
of the data, even if the collection of data stores used was not able to provide that. It
provides a parallel-distributed holistic transactional engine which enables the user
to perform global transactions, on all data stores, with full ACID properties, even if
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the original data stores did not natively provide ACID (Atomicity, Consistency,
Isolation, and Durability) properties at all.
 Scalability: As mentioned, the transactional engine is distributed. In combination
with an ultra-scalable architecture an environment promoting the scalability of the
whole framework is created. Due to the distributed nature of the engine, we can
achieve virtually limitless capabilities, managing to perform real-time, or near-real,
time transactions on huge networks of cloud data stores.
 Simplicity: In addition to the common transactional engine, CoherentPaaS
provides also a common query language called “CloudMdsQL”, creating a simple
and easy to use platform. The user does not need to bother with all the complexity of
the cloud data stores because the platform reacts to the common query language as
if the user was handling only one, local database. Of course, extra functions are
available in order to micromanage the data stores in the form of new queries.
 Efficiency: The holistic transaction engine creates an efficient environment, in
which it is not necessary to combine data from different data stores into one in
order to query them, as it was done traditionally in such cases. Thus, the limitation
of ETL (Extract, Transform, and Load) jobs greatly improves the efficiency of the
cloud in general and that of the data administrator.
Following, we have the Figure 1, which presents a depiction of the global architecture
of the project. The user, being an application or an administrator, interacts only with
the top levels of the architecture, specifically with the CloudMdsQL and the
transactional manager. As we can see, the CloudMdsQL is placed on top of the
individual query languages, creating a big veil and simplifying the whole process
whereas the transactional manager is placed vertically, interconnecting all the layers of
the architecture.
The architectural schema chosen for the CloudMdsQL is called mediator/wrapper
model and it entails the creation of independent wrappers for each individual DBMS
(Database Management System) used in addition to a mediator which acts as their
master.
Each wrapper is responsible for three jobs:
a) exporting information about the source schema and mapping functions that
translate between the source data and schemas and the mediated schema
b) transforming queries expressed in the common language into queries for the
respective DBMS
c) transforming the queries’ results in the common data model

17

FIGURE 1: COHERENTPAAS GLOBAL ARCHITECTURE (SOURCE: COHERENTPAAS PROJECT,
DELIVERABLE D10.1)

The mediator has another set of three objectives:
a) to centralize the information provided by the wrappers in a global schema
b) to transform queries expressed in the CloudMdsQL into queries for the wrappers
c) to integrate the queries’ results
This common query language supports enough data types in order to accommodate
almost every data store. In detail, it supports scalar data types (integer, float, string,
binary and timestamp), composite data types (array, dictionary) and null values. The
architecture model chosen enables the researchers to insert additional DBMS support
in a plug and play way. All they have to do is create a wrapper for the new DBMS and
then plug it into a mediator. So far CoherentPaaS supports seven different DBMSes,
including SQL-based, MongoDB, HBase and a CEP (Complex Event Processing) system.
The pilot version of CoherentPaaS is using a MongoDB system housing documents. In
the following Figure 2 we can see a high level depiction of the prototype’s architecture.
The diagram shows the main components of this prototype, which are the
Transactional MongoDB Client and the MongoDB Wrapper. We can also see their
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interaction with the other parts of the framework, namely the holistic transactional
manager and the Common Query Engine (CQE).

FIGURE 2: HIGH-LEVEL OVERVIEW OF MONGODB'S PROTOTYPE (SOURCE: COHERENTPAAS
PROJECT, DELIVERABLE D5.3)

The Transactional MongoDB Client is the core component that provides MVCC
functionality to MongoDB and ensures ACID properties and transactional semantics. It
uses and extends MongoDB official java driver. It relies on the latter for accessing the
MongoDB data store server, thus exploiting it for managing the pool of connections to
the data store, for the configuration of MongoDB’s internal parameters, meta-data and
for executing the enhanced CRUD (Create, Read, Update, Delete) operations for

19

retrieving or modifying data or database properties and features (i.e. indexes). These
all are implemented by the MongoDB Datastore Client Core component.
The MongoDB Wrapper is the component which implements the integration with the
CQE via the Mediator-Wrapper pattern, as explained in the relevant deliverable. As its
name implies, in this design it is the wrapper that translates queries written in the
CloudMdsQL language to MongoDB’s dialect. The wrapper makes use of the
Transactional MongoDB Client in order to deal with transactional statements. It
exposes a JDBC interface that can be used both by an application developer directly, or
by the CQE in a multi-datastore scenario.

2

ICCS COSMOS

Related BigClouT’s work plan task(s):
all WP3 tasks
WP2 Task 2.1: Big city data generation,
collection, redistribution with
interoperable tools
WP2 Task 2.2: Self-aware, reconfigurable
and dependable platform
WP2 Task 2.3: Distributed edge
processing, storage and platform
management
WP2 Task 2.4: Application programming
tools for smart city
WP3 Task 3.1: Big data analytics and
business intelligence
WP3 Task 3.2: Learning, predictive
modelling and decision making
WP3 Task 3.3: Distributed real-time data
mining with event detection for actuation

2.1 General description and architecture
In a world of multi-stakeholder information and assets provision on top of millions of
real-time interacting and communicating things, COSMOS [11][12] aims at enhancing
the sustainability of smart city applications by allowing IoT based systems to reach
their full potential. COSMOS enables things to evolve and act in a more autonomous
way, becoming more reliable and smarter. Things will be able to learn based on others
experiences, while situational knowledge acquisition and analysis will make things
aware of conditions and events potentially affecting their behaviour. Adaptive
selection approaches will manage the uncertainty and volatility introduced due to real-
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world dynamics. COSMOS integrates decentralized management mechanisms in IoT
based systems allowing applications to exploit millions of things. Socially-enriched
coordination will consider the role and participation scheme of things in and across
networks.
Management decisions and runtime adaptability is based on things’ security, trust,
administrative, location, relationships, information, and contextual properties. COSMOS
facilitates IoT based systems with end-to-end security and privacy, with hardwarecoded security, approaches for security and privacy on storage and with the
introduction of an innovative concept, the concept of Privelets for IoT services. COSMOS
delivers data and information management mechanisms to handle the exponentially
increasing “born digital” data. Extended complex event processing and social media
technologies will extract only the valuable knowledge from the information flows,
while workload-optimized data object stores will facilitate efficient storage by also
exploring the interplay between storage and analytics on networks of data objects.
COSMOS enables smart city IoT applications to take full advantage of its technologies,
through three representative scenarios:


Smart heat and electricity management (London)



Smart mobility for public transport (Madrid)



IoT Business Eco-System (Taipei)

Smart Event flows
In COSMOS, one of the objectives is to bridge the gap between historical data
analysis and real-time data analysis solutions. In this regard, we have explored and
developed a platform based on OpenStack Swift for storage and using multiple Spark
libraries on the top of it for analyzing historical data at one end and developing a micro
Complex Event Processing (μCEP) engine for analyzing real-time data stream in a
distributed manner. It exploits the main smarts events functionality whose main steps
are listed below:




Data feed ingestion and storage from raw data
Data retrieval, training of Complex Event Processing (CEP) limits using Spark
and updating of CEP operational rules
Runtime usage: smart event identification & visualization

The final goal of the functionality is the automatic definition and runtime update of the
rules’ boundaries.
The main benefit of this approach is that enables us to integrate different forms of data
feeds, coming from multiple data sources, which still remains a big challenge in the
context of IoT. It is also an adaptable and extendable architecture, meaning that,
for example, possible new events for Madrid Smart Mobility App should extend
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only the CEP rules and/or the main app logic or other example applications may
replace data inputs/outputs adapting per case.
Social Autonomic Applications
Social autonomic and evolving applications for self-management, minimizing user
involvement in terms of e.g. heating schedule management, including embedded
social communication and learning, actuation and evaluation, providing links
between events and potential actuation plans. Each application is typically designed
to handle a set of situations based on its available local data. However, this can be
extended, through the help of other similar applications and experiences, by exploiting
social interactions. In a team of individuals (in this case application instances), this
knowledge will most probably not completely overlap, thus having the potential of
being shared in order to mutually benefit the parties involved.
The COSMOS project works on enabling smart city applications and developers to take
full advantage of IoT technologies by exploiting synergies and knowledge sharing and
gives small devices the ability to overcome their structural limitation, in the following
manner:




Linking Problems to Solutions: Creating new Apps through new structures
Creating Knowledge Flows: Connecting Things Efficiently
Making Things Social: Establishing and Monitoring Relations of Trust & Reputation

The benefits of this approach are listed below:







Adapted at the Virtual Entity (VE) level device, hiding smart objects behind it
and exposing their data
Embedded social communication and learning, actuation and evaluation
Can have ad hoc VE services that exploit local data and expose added
functionalities based on app logic
Inserts fail-safes for actuation during operation
Extendable in terms of supported objects

As a primary decision of the project, it was decided that the IoT Architectural Reference
Model (ARM)1, proposed by the IoT-A project2, should be used for deriving the
Architecture of COSMOS. Using the IoT ARM, our expectations were to agree on a
common vocabulary and grounding, structure and methodology to rely on for
specifying the COSMOS architecture. All partners have been adopting the same

F. Carrez et al., “IoT-A Deliverable D1.5 – Final Architectural Reference Model for the IoT v3.0”,
www.iot-a.eu/public/public-documents/
2 IoT-A web site: http://www.iot-a.eu
1
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language and having for instance all components described in the same framework
utilizing the same viewpoints has helped identifying issues and reach common
understanding.
The IoT ARM, consists of three interconnected parts which are the Reference
Model (RM), Reference Architecture(RA) and Guidance. The IoT ARM also follows
the best practices in software engineering as introduced by Rozanski & Woods3.The
constituents of those three parts are detailed below:
1) The IoT Reference Model consists of a set of Models:






Domain Model;
Information Model;
Functional Model;
Communication Model;
Security/Trust/Privacy Model;

2) The IoT Reference Architecture consists of Views, View –Points and Perspectives as
introduced in Rozanski & Woods:







Functional View;
Information View;
Deployment & Operation View;
Security Perspective;
Interoperability Perspective;
Resilience Perspective...

3) A set of Guidance(also called best practices) that define the overall process
that should be used when deriving a concrete IoT architecture out of the IoT ARM.
In particular the Guidance part proposes a large set of tactics and design choices that
can be associated to the perspectives, i.e. to qualities of the system the designer wants
to meet. It also provides a complete process for handling the Requirement collection
process (see below).
More precisely the RM provides a set of models that are used to define certain aspects
of the architectural views. One of the most important models is IoT Domain Model
(DM). It defines taxonomy of IoT concepts (e.g. Physical, Virtual and Augmented
Entities, Devices, Resources and Services) and a set of relationships between those
concepts. It defines the IoT domain in general; a customization of this generic model
w.r.t. a specific IoT application allows generating a common understanding of that

N. Rozanski and E. Woods, “Applying Viewpoints and Views to Software Architecture” , Addison
Wesley, 2011
3
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domain (like identifying the entities of interest for that application, identifying the
resources, e.g. sensors, actuators, etc.).
The “generic” IoT Functional View(FV)proposed by IoT-A (see Figure 3) is very
important as it proposes a layered model of Functional Groups(FG), which maps to
most of the concepts introduced in the IoT DM, together with a set of essential
Functional Components(FC)(and associated interfaces) that an IoT system should
provide(those are part of the “generic” Functional View as proposed by IoT-A). This
list of “initial” FC is the result of the requirement analysis based on the IoT-A Unified
requirements (abbreviated UNIs) and this FV is the IoT-A functional View. In the
COSMOS project we had our own requirement collection process and therefore came
up with our own requirements-some of them being totally new, some being existing
(or adaptation of) UNIs from IoT-A.

FIGURE 3: IOT ARM NATIVE FUNCTIONAL VIEW (FROM IOT-A)

The Functional Decomposition we obtain when doing the requirement mapping to
the Functional Model, generates a COSMOS Functional View which is close to IoT-A one
(but the renaming of some Functional Components). However few more functional
components specific to COSMOS requirements have been identified and added
within the relevant Functional Groups.
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3

Engineering CDMI Storage

Related BigClouT’s work plan task(s):
WP2 - Task 2.3
WP2 Task 2.1: Big city data generation,
collection, redistribution with
interoperable tools
WP2 Task 2.2: Self-aware, reconfigurable
and dependable platform
WP2 Task 2.3: Distributed edge
processing, storage and platform
management
WP2 Task 2.4: Application programming
tools for smart city
WP3 Task 3.1: Big data analytics and
business intelligence
WP3 Task 3.2: Learning, predictive
modelling and decision making
WP3 Task 3.3: Distributed real-time data
mining with event detection for actuation

3.1 General description and architecture
The CDMI Storage is an elastic and scalable storage system that enables to
historicize sensor data, object data (i.e. images, videos, big files…) and associated
metadata. The external interfaces are based on the Cloud Data Management
Interface (CDMI) specification, to enable clients to easily access stored data.
Besides the standard interfaces, the Storage provides the following functionalities:




High performance storage capabilities suitable for sensor data continuously
collected for creating an historical data Storage
Elastic, Cloud Based Data Management allowing to easily store high amount of
data including photo and videos
Data queries, implemented as CDMI Query Queues.

The CDMI Storage was designed and developed as part of ClouT project [ 1 3 ] : Figure
4 shows its modules included in ClouT architecture. It is possible to distinguish the
functionalities provided by different modules:

25






CDMI Interfaces, which enable data to access the storage and users to manage
historical data: they are part of City Resource Access module of CPaaS layer
CDMI Gateway, which categorizes data in sensor data, object data and metadata
and forwards the different categories in different components of the Storage
Infrastructure. For this reason it is part of City Infrastructure Management
module in CIaaS layer
Storage component, part of Computing and Storage module, is implemented by
two storage elements, OpenStack Swift [ 1 4 ] and Hypertable [ 1 5 ] : it provides
storage capabilities, elasticity and dynamic scalability.

FIGURE 4: CLOUT STORAGE IN CLOUT ARCHITECTURE

CDMI Interfaces provide all the operations described in CDMI specification, in
particular container management, object management and queries (details on these
functionalities are in Deliverables 2.3 [109], 3.3 [111], 2.4 [110] and 3.4 [112] of
ClouT). The storage is fully compliant with CDMI 1.1.0, even if some aspects are still
not implemented, such as Capability Management.
CDMI Gateway splits the content of received messages into sensor data, object data
and metadata and forwards them to the suitable infrastructural storage. Sensor data
and metadata are sent to Hypertable, object data are sent to Swift. As already
specified above, in the third year Swift and Hypertable modules were extended to
support dynamic scalability: this means that, as stored data increase, new nodes of
Swift or Hypertable are instantiated and the load is automatically balanced. The
Storage also supports automatic data replication, as Node is associated with two
more replicas.
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CDMI Interfaces and CDMI Gateway components are implemented by a java web
application running on Tomcat. CDMI Interfaces are a set of RESTful APIs providing
the functionalities described in CDMI specification. In particular query
functionalities are provided by using an intrinsically stateless method (REST) by
defining endpoints by which queue subscribers can get data by polling. More
information on this sense can be found in the specification.

FIGURE 5: DETAILS OF CDMI GATEWAY

Figure 5 shows the details of CDMI Gateway: it includes a Command Processor, a
Message Broker to manage queues and a Data Dispatcher to forward data to Swift or
Hypertable.
At Infrastructure level, as mentioned before, the Storage for the third year is
implemented by two physical storage, OpenStack Swift and Hypertable. The former
is the Cloud Storage provided by OpenStack and is designed to store high amount of
data and to easily extend its capabilities. Hypertable is a NoSQL database providing
high performance, suitable for sensor data. These basic component have been
extended and integrated obtaining a Cloud Infrastructure that can dynamically add
or remove Nodes according to the load.
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FIGURE 6: CDMI STORAGE NODES

The Storage elements are Nodes that may contain instances of Swift or Hypertable:
the Nodes are behind a Proxy also acting as load balancer (Figure 6). When amount
of a certain category of data, for example videos, exceeds a certain configured
threshold, a new Node, for example a new Swift Node, is created and the Proxy is
configured to balance the load. It should also be remarked that every node of Figure
6 is actually a triple of nodes in order to have high availability. More information on
the architecture and the development of this feature are reported on Deliverable 2.4
[110] of ClouT.
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4

Engineering SpagoBI &KNOWAGE

Related BigClouT’s work plan task(s):
WP3 – Task 3.1
WP2 Task 2.1: Big city data generation,
collection, redistribution with
interoperable tools
WP2 Task 2.2: Self-aware, reconfigurable
and dependable platform
WP2 Task 2.3: Distributed edge
processing, storage and platform
management
WP2 Task 2.4: Application programming
tools for smart city
WP3 Task 3.1: Big data analytics and
business intelligence
WP3 Task 3.2: Learning, predictive
modelling and decision making
WP3 Task 3.3: Distributed real-time data
mining with event detection for actuation

4.1 General description and architecture
SpagoBI [107] is a free software and open source business intelligence suite that
offers different functionalities and a wide range of analytical tools to create reports,
perform multidimensional analysis (OLAP), create charts, manage KPIs, set up
interactive cockpits (aggregating different views and charts), visualize business data
on maps, extract knowledge, etc. SpagoBI supports a wide range of data sources
from structured databases to NoSQL databases. SpagoBI suite is structure in three
main layers: Server, SDK and Meta and Studio.

FIGURE 7: SPAGOBI - ARCHITECTURE
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Server is a web application that can be deployed in a J2EE application server such
as Tomcat, JBoss, etc., that requires at least version 1.5 of JVM. Server provides a
user interface to access different BI functionalities such as reporting, definition of
charts, design of interactive cockpits, location intelligence, real-time dashboards and
consoles, network analysis, etc.
SDK is a collection of resources such as web services and JavaScript API that allows
third party application to interact with and to integrate functionalities of Server.
Meta and Studio are two Eclipse plugin providing functionalities respectively




for data modelers and owners to set up the semantic layer on top of the which it
is possible to build BI projects; Meta provides a graphical environment and
allows to deploy Business Models into SpagoBI Servers and to inquiry Business
Models before the design of analytical documents.
for developers to create analytical documents such as chart, report, dashboard,
etc; Studio provides a graphical environment to allow the development, test and
deployment of analytical documents into SpagoBI Servers.

KNOWAGE [108] is an open source suite for business analytics able to combine
traditional data and big data sources into valuable and meaningful information. The
suite is made by eight modules that can be composed and assembled in order to
satisfy any needs in the context of data analysis and, business intelligence and
business analytics. The eight modules are:









Big Data
Smart Intelligence
Enterprise Reporting
Location Intelligence
Performance Management
Predictive Analysis
Open Data
Embedded Intelligence

Big Data module is able to manage and to work with different data types and
sources, combining structured enterprise data with external multi-structured. Main
features: Big data sources and traditional ones, Data federation, Reporting, Maps,
Data mining, Free inquiry, Network analysis, etc…
Smart Intelligence provides easy access to enterprise structured data using prebuilt analysis. Main features: Data federation, Reporting, OLAP, etc…
Enterprise Reporting delivers punctual information to a diversified set of users.
Main features are: Standard reporting, Accessible reporting, Schedule on timing,
Schedule on event, Distribution list, etc…
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Location Intelligence provides functionalities to plot business data over a map,
over a space, over a schema, over a vectorial picture. Main features: Spatial data,
Live relations between business data ad spatial data, Dynamic maps via WMS/WFS
standards, etc…
Performance Management provides functionalities to measure and evaluate your
business performances. Main features: KPIs measurement, Goals and targets
evaluation, etc…
Predictive Analysis will provide functionalities to perform advanced query
processing using data mining techniques for forecasting and prescriptive purposes.
Main features: Multidimensional analysis (OLAP), What-if analysis, Data mining,
etc…
Open Data provides functionalities to manage Open Data. Main features: CKAN data
sets, Linked open data querying, In-memory cockpit, Free inquiry with QbE, Smart
Filters, etc…
Embedded Intelligence provides functionalities to integrate KNOWAGE with thirdparty solutions. Main features: Java APIs, Javascript APIs, REST services, SSO
support, LDAP connectors, etc…

FIGURE 8: KNOWAGE - THE EIGHT MODULES

Beside these eight modules, a desktop application is provided to developers:
KNOWAGE Studio. KNOWAGE Studio provides functionalities to perform reverse
engineering of existing databases generating java classes (jars) from them. It is
possible to load jars into Big Data module allowing users to take advantage of them.
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FIGURE 9: KNOWAGE STUDIO

KNOWAGE is able to use different kind of data source both structured (such as SQL
based) and not (i.e. NoSQL) and different type of data set. For instance, KONWAGE
supports as data source: Apache HIVE (Apache HIVE, s.d.), PostgreSQL (PostgreSQL,
s.d.), MongoDB (MongoDB, s.d.), MySQL (MySql, s.d.), VoltDB (VoltDB, s.d.), OrientDB
(OrientDB, s.d.), Apache Cassandra (Apache Cassandra, s.d.) , Apache Spark (Apache
Spark, s.d.) and Neo4J (Neo4J, s.d.), and it is able to retrieve data sets from them
through queries or from Web services (e.g. to retrieve data from a REST service), flat
file (e.g. CSV), CKAN (CKAN, s.d.) open data portals, custom Java class, etc.
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5

LANC Distributed Edge Processing Platform (D -NR)

Related BigClouT’s work plan task(s):
WP2 - task 2.4
WP2 Task 2.1: Big city data generation,
collection, redistribution with
interoperable tools
WP2 Task 2.2: Self-aware, reconfigurable
and dependable platform
WP2 Task 2.3: Distributed edge
processing, storage and platform
management
WP2 Task 2.4: Application programming
tools for smart city
WP3 Task 3.1: Big data analytics and
business intelligence
WP3 Task 3.2: Learning, predictive
modelling and decision making
WP3 Task 3.3: Distributed real-time data
mining with event detection for actuation

5.1 General description and architecture
While there has been significant research interest in the Internet of Things (IoT) and
its application to Smart Cities, over the past decade, much of this has focused on
systems aspects of the IoT, including networking, systems, middleware and Cloud
support for the IoT. To date, there has been less work looking at application
development, which remains a complicated process due to the intrinsic nature of the
IoT: heterogeneous devices/resources, various perception-action cycles and widely
distributed devices and computing resources. A promising approach to IoT
application development has been to virtualize things using Cloud services, offering
a well-defined abstraction of devices and a common programming framework for
developers to ease the development process. This approach has been adopted by a
number of Smart City platforms that offer a cloud based Smart City programming
environment.
However, this approach is not suitable for a significant part of the IoT application
spectrum which requires processing closer to the device, and a tighter coupling
between events and actions. By introducing a centralized Cloud based intermediary,
we might introduce unnecessary latency and greater potential for network failure.
Further, in many cases, pushing raw data directly into the Cloud is not desirable or
necessary for many IoT applications. To reduce communications costs and storage
needs, applications may require raw data filtering, aggregation and analysis before
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data is uploaded in the Cloud. By processing this data locally, costs can be lowered
and the overall responsiveness of this system can be improved. Obvious examples in
the Smart City include traffic management, smart grids etc.
In an effort to address some of the shortcomings of the Cloud computing for the IoT,
researchers have proposed Fog computing. Unlike Cloud-based virtualization, the
Fog computing paradigm leverages the computing, storage and network resources
within and at the edge of the network to augment the capabilities of the Cloud.
These processing elements, running on a variety of devices such as network
gateways, IoT edge devices etc. provide a mechanism to move processing closer to
the network edge. By distributing computing resources closer to users and things,
the Fog computing model can be a better choice for building applications for the IoT.
However, programming models for the FOG are still an unexplored area. The
Distributed Node-RED [16 ] [1 7 ] project aims to develop such a model by using a
distributed dataflow model.
5.1.1

Distributed Dataflow – a programming model for the fog

Dataflow is a well-known programming model that has been applied for developing
WSN applications in several works. In the dataflow programming model, application
logic is expressed as a directed graph (flow) where each node can have inputs,
outputs and independent processing units. There are nodes that only produce
outputs and ones that only consume inputs, which usually represent the start and
the end of the flow. The nodes processing units process the inputs and produce
outputs for downstream nodes. The processing unit of a node executes
independently and does not affect the execution of other nodes. Thus, the nodes are
highly reusable and portable. Dataflow programming models define their own
language grammar for constructing the flow. Many modern systems provide a
graphical interface for constructing the flow, with the aim to make it easier to move
between design and implementation and reduce development time. Although the
dataflow programming model originated as a programming model for parallel
execution of tasks using multiprocessors, it has been widely adopted in distributed
systems as a coordination language for developing distributed applications [30]. In
this paper we refer to dataflow model mainly as a coordination language for
developing IoT Applications.
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FIGURE 10: DDF PROGRAM

A DDF is a dataflow program where the flow is deployed on multiple physical
devices rather than one. Each physical device may be responsible for the execution
of one or more nodes in the flow, forming sub flows. Some inter-node data transfer
may happen between devices. Thus, DDF requires mechanisms for data transfer
between physical devices to support communication between nodes on different
devices.
Unlike homogeneous WSNs, heterogeneous devices in an IoT application often need
a flexible communications capability between physical devices so that inter-node
data transfer can be made independently of the underlying communication
protocols. It also requires a way to dynamically deploy nodes in the flow onto
participating devices and servers.
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FIGURE 11: NODE-RED GUI

Our IoT implementation consists of D-NR processes running across participating
devices in local networks and servers in a Cloud infrastructure. One of these D-NR
processes serves as a development server where developers design their application
(flow) using the NRs visual dataflow editor. All participating D-NR processes
subscribe to an MQTT topic that represents the status of the flow being developed.
We will refer to this main dataflow as the master flow to differentiate it from the sub
flows 1 that run on individual D-NR processes.
Whenever a developer deploys an update to the master flow, all the participating
devices and Cloud servers are notified so that they can pull the latest version of it.
The participating D-NR instances then parse the master flow and based on a set of
constraints, decide which nodes should to be deployed locally and which are to be
replaced by a placeholder node. The placeholder node is used to connect sub flows
from different devices together.
Based on this capability definition, constraints can be applied to the master flow.
Developers can specify which device a sub flow should be deployed on by applying
constraints on the devices capabilities and properties. In our previous work, we
defined only one simple constraint: a device ID. This last one explicitly matches a
node in the master flow with a device or class of devices it should be deployed to.
Since there is only one constraint, assigning distributed sub flows to devices is very
straightforward. Developers just need to specify the device constraint by drawing
rectangles over the master flow to set the desired device on which the nodes should
be deployed. In our current design, the constraints are more complex and now
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include computation resources, network bandwidth, available storage, and userdefined properties.
These new constraints continue to act as input into which D-NR instance a node
should be deployed on. They are designed based on the new requirements identified
on the previous sections. For example, in order to fulfil a time-sensitivity
requirement, we should be able to constrain the deployment so that some specific
nodes need to be run on the same network to minimise the communication delay
between them. While working on the DDF system we have realized that the number
and range of constraints can be numerous. With this design we’ve tried to find the
right balance between flexibility and usability in the initial set of constraints we
support.
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6

LANC City Hub

Related BigClouT’s work plan task(s):
WP2 - task 2.1
WP2 Task 2.1: Big city data generation,
collection, redistribution with
interoperable tools
WP2 Task 2.2: Self-aware, reconfigurable
and dependable platform
WP2 Task 2.3: Distributed edge
processing, storage and platform
management
WP2 Task 2.4: Application programming
tools for smart city
WP3 Task 3.1: Big data analytics and
business intelligence
WP3 Task 3.2: Learning, predictive
modelling and decision making
WP3 Task 3.3: Distributed real-time data
mining with event detection for actuation

6.1 General description and architecture
Cloud-based hubs offer a promising approach to developing an IoT centric framework
for smart cities and address two of the key issues:


Firstly, they offer a consistent and easy-to-use interface for emerging IoT
infrastructure within the city that systems integrators and application developers
can use.



Secondly, they support the system-of-systems approach to smart cities whereby a
cloud-based hub can integrate a number of sub-systems that collectively make up
the complete smart city software infrastructures.

In addition to infrastructure management, cloud based hubs also offer a framework to
integrate both static and real time urban data sets from government, community
groups and participatory sensing systems. To manage and deliver these diverse data
sets, hubs can act as a curated portal for end users and an easy-to-use service access
point for developers. Applications accessing these hubs can use this data to adapt
themselves to current or expected conditions, addressing needs in areas such as multimodal transportation, environment waste management, and load management, driven
by the needs of urban authorities, or by local entrepreneurs and citizen groups.
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FIGURE 12: LANC CITY HUB INTEGRATION

By aggregating many systems under a hub, efforts toward interoperability or
federation of Smart City functionality can focus on hub integration, rather than the
integration of individual city sub-systems. Through the use of interoperable data hubs,
application developers can more easily create reusable applications that work in
multiple cities.
To address this need we have developed CityHub [3 8 ] that combines a real-time data
sensing platform with an open data system called CKAN designed to support static data
and metadata storage as illustrated below.
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FIGURE 13: LANC CITY HUB ARCHITECTURE

6.1.1

Managing Real-time Sensor Data

To manage real time sensor data we use the WoTKit, a web-centric IoT toolkit,
focused on managing ‘things’ that exhibit real-time behaviour. Its APIs offer
developers a comprehensive set of IoT services making it easy to develop web
applications and services for the IoT. Users can create ‘sensors’ with the UI or API
that represent ‘things’, can receive data from those things, and can send control
commands. Sensor data can include any mix of text and scalar values, and sensors
can be grouped, tagged, and associated with metadata to facilitate search. The
platform is sensor or data feed agnostic and treats data from roadside traffic sensors
in the same way as data from social network feeds such as Twitter. The WoTKit
includes a UI for viewing sensor data using customizable dashboards, managing
alerts, and creating real-time sensor data mashups.
While WoTKit was chosen as a reference IoT platform for CityHub, we should note
that the choice of IoT platform is open. Any IoT platform that offers a generic set of
sensor related APIs is a suitable candidate for CityHub. Adaptation of a new IoT
platform is designed to be relatively easy, with the HyperCat [3 9 ] open API offering
a generic layer that abstracts from much of the underlying IoT APIs.
6.1.2

Managing Static Datasets

CKAN [10] is a data management system and portal that allows data publishers like
governments, companies and other organizations to make their data available to
others and is a critical part of the Open Data movement. It allows data publishers to
easily upload and publish new datasets containing one or more data resources,
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providing versioning and support for multiple formats. Datasets can be associated
with organizations for access control. CKAN provides an API allowing developers to
search for, download and, in some cases, query for data within relevant datasets. In
both hubs we used the CKAN system to store data sets that are static or do not
change often (e.g. monthly or annually).
CityHub extends our initial work on the use of data hubs for Smart Cities by
formalizing our IoT framework as a Smart City PaaS framework. The goal of CityHub
is to provide a framework that makes it easy for 3rd parties to develop and deploy
Smart City applications. These 3rd parties can be citizen groups aiming to provide a
service for fellow citizens, local companies offering hyper local services, or even
national companies offering new services to citizens. The framework leverages
cloud infrastructure and offers a core IoT capability to manage and interface with
Smart City infrastructure. As discussed above, the core of the CityHub is the IoT Data
Hub that provides a common API for access to and management of Smart City data
streams. As can be seen in Fig 3, the core Hub API provides a common set of
capabilities for access and control of infrastructure as well as ‘softer’ data such as
citizen contributed data and open data. The CityHub cloud infrastructure layers a
cloud service layer on the IoT framework making this available to application
developers. This offers multi-tenant support allowing multiple application providers
to instantiate services and manages resources associated with those services.
Lifecycle management supports the creation of new services and their use of
platform and IoT resources to meet service requests (and constraints). Lastly, a
resource usage and billing capability is provided to ensure efficient usage of
resources and appropriate charge out to service providers – and eventually their
end customers.
Service developers use the Cloud infrastructure (PaaS) to instantiate new services
that sit within the framework, accessing the common IoT APIs as well as other
service PaaS components and providing service end points.
A simple example of a Smart City service could be a citizen focused
traffic/transportation app that aimed to provide to end users (citizens)
comprehensive information on the status of the city’s road, rail and bus network
offering information on best routes, problems etc. Such an application would use
data from a variety of city sources including public updates from transportation
services, citizen reported information, information gathered from social media feeds
and even perhaps, if available, sensed information from the city traffic monitoring
facilities. Using this wide range of data the Transport App would be able to update
citizens on status of the transportation network, offer real-time advice on routes
(and re-routing) and even give advice on ride sharing, or sustainable transportation
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choices. In CityHub, this application would be instantiated within the cloud
framework using the PaaS capabilities, would use the core data hub to gather data
from a variety of registered data feeds and would be managed and billed via the
multi-tenant facilities of CityHub.

7

TSU JsSpinner

Related BigClouT’s work plan task(s):
WP2 - task 2.3
WP2 Task 2.1: Big city data generation,
collection, redistribution with
interoperable tools
WP2 Task 2.2: Self-aware, reconfigurable
and dependable platform
WP2 Task 2.3: Distributed edge
processing, storage and platform
management
WP2 Task 2.4: Application programming
tools for smart city
WP3 Task 3.1: Big data analytics and
business intelligence
WP3 Task 3.2: Learning, predictive
modelling and decision making
WP3 Task 3.3: Distributed real-time data
mining with event detection for actuation

7.1 General description and architecture
The JsSpinner is a data stream processing framework capable of handling semistructured (JSON) streams. Users can register queries in Jaql query language,
thereby making it possible to continuously get filtered stream.
The main components of the JsSpinner architecture are shown in the following
Figure 14. A user registers Jaql query to the JsSpinner, which is then processed by
Query Manager. First, Query Parser translates the query into the intermediate
representation and sends it back to the Query Manager. The Query Manager
forwards the intermediate representation to the Query Plan Manager which
generates a query execution plan. The query execution plan is in the form of DAG
(Direct Acyclic Graph) of query operators, which is sent to the Operator Scheduler.
The Operator Scheduler executes DAG by selecting one operator at a time for
execution.
The data stream arrives at the JsSpinner in the form of semi-structured (JSON) data.
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The Wrapper Manager with the help of Schema Interpreter parses the input data
streams into elements (JsSpinner internal data representation). The operators
accept data elements, process them, generate query results and send the results
continuously to the end user.

FIGURE 14:JSSPINNER ARCHITECTURE

7.1.1

Use Cases

Smart Query Execution for Event-driven Stream Processing
With the increase of streams, i.e., multimedia surveillance streams, social media
streams, sensor data streams, etc., a demand for stream processing has become
diverse and complicated. To meet this demand, several stream processing engines
have been developed. Event-driven stream processing engine, which is one of the
important requirements, continuously gets the incoming stream data and generates
query results only on the occurrence of specified events. In the basic query
execution scheme, even when no event is raised, input stream tuples are
continuously processed by query operators, though they do not generate any query
result. This results in increased system load and waste of system resources. To cope
with this problem, we propose a smart event-driven stream processing scheme,
which makes use of smart windows to buffer the incoming stream tuples during the
absence of an event. When the event is raised, the buffered tuples are flushed and
processed by the downstream operators. If some of the buffered tuples in the smart
window expire due to the window size before the occurrence of the event, they are
deleted directly from the smart window, resulting in reduced system load and
increased system throughput.
Incremental Continuous Query Processing over Streams and Relations with Isolation
Guarantees
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Stream processing has become an important research issue with the increase in
stream data sources. Many stream processing systems need to reference nonstreaming resources such as database relations to answer real world queries. Since
database relation is a shared entity, it may be updated during the continuous query
execution by other database clients resulting in inconsistent query results (partly
using the relation before update and partly after update).
For this problem, an isolation model is needed to define the way in which these
updates are reflected in the output of the stream-relation join. In this work we
propose an incremental continuous query processing approach with isolation
guarantees which makes use of a monitor operator to transform the relational
updates into stream tuples. Since database relations tend to be large, an in-memory
T*-Tree index is used to increase the stream-relation join efficiency.

8

TSU StreamOLAP

Related BigClouT’s work plan task(s):
All WP3 tasks
WP2 Task 2.1: Big city data generation,
collection, redistribution with
interoperable tools
WP2 Task 2.2: Self-aware, reconfigurable
and dependable platform
WP2 Task 2.3: Distributed edge
processing, storage and platform
management
WP2 Task 2.4: Application programming
tools for smart city
WP3 Task 3.1: Big data analytics and
business intelligence
WP3 Task 3.2: Learning, predictive
modelling and decision making
WP3 Task 3.3: Distributed real-time data
mining with event detection for actuation

8.1 General description and architecture
Explosive increase of real-time data sources, so-called "data streams" (or just
"steams") and increasing demands for real-time analysis over streams give rise to
real-time analysis over streams. However, developing tailor-made systems for such
applications is not always desirable due to high developing costs and long
developing periods.
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To cope with this problem, we have proposed a novel architecture for online
analytical processing (OLAP) over streams exploiting off-the-shelf stream
processing engine combined with OLAP engine.
The following figure illustrates the proposed stream OLAP architecture. As
discussed above, it has two processing engines: 1) a stream processing engine and
2) an OLAP engine. The stream processing engine is responsible for continuously
generating aggregation results at some selected aggregation levels using multiple
CQL queries (called registered queries) over streams whenever a new tuple arrives.
The results are stored in the in-memory buffer, called data buffer, in the OLAP
engine for immediate or future references from users. Meanwhile, as for those
aggregation levels that are not assigned any CQL query, the OLAP engine computes
the result using available results by (non-streaming) relational aggregation queries
(called on-demand queries). The results are returned to users.

FIGURE 15: STREAMOLAP ARCHITECTURE

The major contributions of the proposed system can be summarized as follows:
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We propose a novel architecture for stream OLAP where a stream processing
engine and an OLAP engine work cooperatively to realize OLAP analysis over
data streams. More precisely, users can place OLAP query requests to the (non-

streaming) OLAP system, and the system allows OLAP analysis over streams for
the latest time period, called Interval of Interest (IoI).
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To compute aggregations at different levels of details, our strategy is to deploy
multiple CQL queries corresponding to different aggregation levels in the cube
lattice at the same time.



However, in many real applications, the size of the cube lattice can become
large, and hence the number of cuboids becomes large, e.g., hundreds to
thousands. In such cases, deploying a CQL query for each aggregation level is
not feasible. Instead, we select some pivotal ones to which CQL queries are
deployed so that users can get query results quickly. For other aggregation
levels where CQL queries are not deployed, we derive the results in an ondemand fashion by applying aggregations over available results with the help of
OLAP engine.



The key to increase system performance is to carefully choose aggregation
levels to deploy CQL queries within available memory. To this problem, we
propose a cost-based optimization method to derive optimized query
deployment plans that maximize system performance.



We have implemented a prototype system using a commercial stream
processing engine and an OLAP engine specifically developed for this system.
Also, we conduct performance study using the system to show the feasibility of
the proposed scheme. The experimental results show that the proposed system
and optimization scheme can significantly improve the system performance by
generating appropriate query deployment plans.

9

NII ECAVerifier

Related BigClouT’s work plan task(s):
WP2 – task 2.2
WP2 Task 2.1: Big city data generation,
collection, redistribution with
interoperable tools
WP2 Task 2.2: Self-aware, reconfigurable
and dependable platform
WP2 Task 2.3: Distributed edge
processing, storage and platform
management
WP2 Task 2.4: Application programming
tools for smart city
WP3 Task 3.1: Big data analytics and
business intelligence
WP3 Task 3.2: Learning, predictive
modelling and decision making
WP3 Task 3.3: Distributed real-time data
mining with event detection for actuation

9.1 General description and architecture
One of the specific difficulties in smart space applications is the event-driven nature
of device control. An application system senses changes in contexts and actuates
proper reactions to the changes to support user activities or prevent undesirable
situations. The behaviour of the system is often specified by using Event-ConditionAction (ECA) rules. An ECA rule has the form of ``ON event IF condition DO action'':
an action triggered to react to an event only under a certain condition.
As there are enormous possibilities of event sequences, it is easy to overlook a
certain situation and fail to configure activation of proper actions or prevention of
improper actions. For example, one rule may deactivate some effect, which was
activated by another rule just now (a window was opened due to high CO2 density
alert but then soon closed for temperature control). Such conflicts do not come to
the surface until very specific event sequences, or scenarios, are considered. On the
other hand, potential conflicts increase due to existence of multiple applications for
multiple users with multiple devices.
Model checking is a well-known, effective approach for problems with various
possibilities of state transitions and conflicts that come to the surface only in specific
situations. Model checking explores possible state transitions to ensure that the
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given properties hold or detect counterexamples in which the properties do not
hold. Tools with efficient algorithms as well as practical configurability have been
implemented such as SPIN.
To make use of such a tool, it is necessary to construct state spaces to be explored.
Generally, this is done with a language provided by a model checker, e.g., the
PROMELA language for the SPIN tool. However, it is not cost-effective to require the
involved individuals to learn and use such a language, especially requiring encoding
of the problem domain structure into the structure of the language (e.g., ECA rules
into state transitions). This encoding is not a labor-intensive simple task but rather a
key for effective and efficient verification. It is necessary to extract and model the
essences of the application behaviour as well as possibilities of changes in the
environment including users. This is the requisite for meaningful verification with
acceptable performance, avoiding exploration of enormous possibilities that do not
essentially affect the conflicts.
NII has developed a method and tool to support effective use of the model checking
technique for verification of ECA rules in the context of the ClouT project [67 ][6 8 ].
Figure 16 illustrates the implementation of the tool, called ECA Verifier. It receives
the ECA (Event-Condition-Action) rules used by engineers. In the figure, the
sensiNact platform is mentioned as an example of the specific language for ECA
rules and as the target of the present implementation. The users of this tool also
input metadata and verification items. The former gives semantic meanings on each
actuator as well as information of physical environments. Such information is
usually not included in the rules whose purpose is to run, while it is necessary for
our tool to verify the semantic meanings of the behaviour. Properties that can be
verified depend on the model checker used inside the tool. Currently we assume
properties in temporal logic, typically, safety (some undesirable situation never
happens) and liveliness (some desirable situation eventually happens).
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FIGURE 16 : ARCHITECTURE OF ECAVERIFIER

Inside the tool, the inputs are translated to a typical input set to model checkers, i.e.,
state transition model and properties in temporal logic. However, the technical
users do not need to understand this internal process or artifacts. The verification
log is converted to the friendly way, i.e., using the vocabularies in the original ECA
rules. In the current implementation, we use Xtext/Xtend frameworks for the
translation and SPIN for the model checking.
Figure 17 shows an example of the verification report. As the model checker has
exhaustive exploration of the possible state transitions, the verification result is
“ALL OK” or counterexamples that do not satisfy given properties. The figure shows
the case of a counter example, which is generated for an undesirable situation :
Boolean values v and v4 are associated to validated statements that should not have
been, meaning that conflicts like “smart power control service shuts down a device
while a user is using it” exist. The counterexample (execution trace that lead to the
undesirable situation) is explained by referring to which of the ECA rules are
activated in what order. This trace is the shortest one among various possibilities to
reach the situation.
The tool also has a different mode of configuration support. It is possible to
enumerate scenarios that may have different implications and thus different ways to
avoid conflicts. For example, window open by high CO2 density alert should not be
overridden by another rule to close the window if there are some persons in the
room. However, the window may be closed if there is no person in the room. The
tool enumerates such different scenarios, though the rules causing the conflict is the
same, by focusing on the event order and combination as well as some heuristics.
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FIGURE 17 : EXAMPLE OF VERIFICATION REPORT
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NII Self-Healing

Related BigClouT’s work plan task(s):
WP2 - task 2.2
WP2 Task 2.1: Big city data generation,
collection, redistribution with
interoperable tools
WP2 Task 2.2: Self-aware, reconfigurable
and dependable platform
WP2 Task 2.3: Distributed edge
processing, storage and platform
management
WP2 Task 2.4: Application programming
tools for smart city
WP3 Task 3.1: Big data analytics and
business intelligence
WP3 Task 3.2: Learning, predictive
modelling and decision making
WP3 Task 3.3: Distributed real-time data
mining with event detection for actuation

10.1 General description and architecture
Raw city data often include faulty value. This self-healing framework provides a selfhealing function to correct the sensory faults. It is known that the sensory faults can
be classified into bias, drift, dysfunction and random, and that an appropriate
correction method differs for each class of faults. The framework automatically
identifies and classifies class of the sensory faults in raw city data, and corrects the
faults based on the class of fault.
The self-healing evaluates sensor nodes based on a node model illustrated in Figure
18 each node could be at one of three states, namely normal, faulty, and failure. A
node transits from one state to another depending on its current sensor reading and
its capabilities of fault healing. At the normal state, data received from sensor are
monitored and analyzed to identify and detect faulty readings. Once faults are
detected, the state of sensor node goes to faulty state. At the faulty state,
classification functions should diagnose the faults, classify them and apply some
correction mechanisms to correct faults. In case the system is able to heal the faulty
data, the state goes back to normal state and the node continues to monitor its data.
If the faults are not healed, the state goes to broken state, notifying other calling
services and administrators to take necessary actions in order to bring the sensor
node back to the normal state, e.g. fixing the physical sensors.
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FIGURE 18: NODE MODEL

This framework is designed to perform the self-healing. Self-healing is a specific case
of a self- adaptive system. The framework is designed based on MAKE-K loop
architecture that is a well-known architecture proposed by IBM for self-adaptive
systems. The MAPE-K loop consists ofMonitor, Analyze, Plan, Execute and a shared
Knowledge Base. The Monitor process overhears execution traces of the system and
detects changes in the environment, the Analyze process checks if the current
system can satisfy its requirements under the changed environment, if not, the Plan
process generates a reconfiguration plan, and the Execute process reconfigures the
system based on the plan.
The self-healing framework allows fault detection and data healing mechanisms
focused on two specific aspects that are time/space information attached to data
and behaviour of devices analyzer detecting measure errors. Context information is
permanently updated by the way of this framework, whose translator module
generates the appropriate context message when receiving a data health report.
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FIGURE 19: ARCHITECTURE OF THE SELF-HEALING FRAMEWORK

Figure 19 illustrates the framework in more details. This framework addresses the
full cycle of the self-healing model, which includes
1.
2.
3.
4.
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monitoring and analysis as well as fault detection at normal state;
diagnosis and classification of faults at faulty state;
resiliency and fault correction mechanisms to help system recover to normal
state from a faulty one supported by a complete and consistent fault model;
sensor data faults cannot be healed, fault notification transits the data node to
broken state, notifying other calling services and system administrators to
take necessary actions against detected faults and to bring the sensor node
back to normal state.
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Keio Lokemon

Related BigClouT’s work plan task(s):
WP2 – task 2.1
WP2 Task 2.1: Big city data generation,
collection, redistribution with
interoperable tools
WP2 Task 2.2: Self-aware, reconfigurable
and dependable platform
WP2 Task 2.3: Distributed edge
processing, storage and platform
management
WP2 Task 2.4: Application programming
tools for smart city
WP3 Task 3.1: Big data analytics and
business intelligence
WP3 Task 3.2: Learning, predictive
modelling and decision making
WP3 Task 3.3: Distributed real-time data
mining with event detection for actuation

11.1 General description and architecture
11.1.1 Introduction
Recent progress of mobile devices such as smartphones enables human to leverage
their perceptive faculties as a part of sensing framework. This sensing framework,
so called participatory sensing [1], distributes various sensing tasks (e.g., weather
report, waiting time in a queue, traffic conditions etc.) to possible participants. By
people sending a text, photo, and sound data and so on, we can get subjective and
qualitative data that it has been hard for physical sensors to get so far (for instance
the atmosphere of a place). This would make possible a wide and high density
sensing possible.
However, there are some following problems of existing participatory sensing
systems, in particular the following ones :


Privacy issues

Users who are participating in sensing send information related to each location
spot. Therefore, it leads to exposure of both temporal and spatial privacy
information.
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Information quality issues

When a user posts information, generally real name or “user name” (pseudonymity)
is used in existing crowd sensing systems. Such approaches causes problems about
invasion of privacy and inflexible control quality of contributed data such as false
information, ravage and slander battle.


User motivation issues

Giving incentives to users to encourage them participating is important since to get
involved in crowd sensing requires an additional burden on users. Without
adequate incentive mechanisms (not necessarily material) users may not be willing
to participate [7 2 ].
11.1.2 Lokemon [7 1 ]
Concept
To solve the above problems we adopt an approach of personifying information
transmitting entity, called “Lokemon”, which means location monster, characterized
by each sensing space as a personifying target.
Lokemon is a brand new way of motivating citizen to participate crowd sensing
without any privacy issues. Lokemon ask users to pretend themselves to be cute
monsters associated to location spots when communicating with various people. As
shown in Figure 20, any users currently located near the spot can be a Lokemon and
answer questions from other remote users. Remote users can ask questions related
to the location wherever they are. “How many people are lining at the bus stop
now?” “What's the mood of the restaurant right now?” The “Lokemonized” user will
answer to questions asked to the Lokemon by the remote users.
Moreover, by designing monsters we can control quality of contributed data: In our
daily life, we control our behaviour to try to fit in. Our hypothesis is that, similarly
on the Internet, we will change our behaviour if we act as one of a group. That is
why we use monsters, which we use each monster as kind of people's common
understanding.
Pretending to be a Lokemon is a completely new and easy way to communicate with
other people. Through Lokemon, we also aim at improving a chance for enjoying
sensing as well as feeling attachment to a spot or a community by gamification such
as character collection.
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FIGURE 20: CONCEPT OF LOKEMON

Architecture
Our system consists of 3 main functions (see Figure 21).

FIGURE 21: SYSTEM STRUCTURE & FEATURES



Monster management
Monster management function consists of 3 elements.
1) Management of PoI (Point of Interest) information and each Lokemon that
corresponds to PoI
2) Sending a list of Lokemons that each user can pretend to be by using user’s
location information from function 3
3) Management of each user’s state (normal user state, lokemonable state and
lokemonized state).
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Information acquisition and distribution
Information acquisition and distribution function consists of 2 elements.
1) Get information transmitted as Lokemon
2) Distribute information to users who want to get

For efficiency, we use SOXFire [7 3 ] as universal networking infrastructure (See
Figure 22).

FIGURE 22 : INFORMATION ACQUISITION & DISTRIBUTION FUNCTION



User interface
User interface function has 2 elements.
1) Interface function of Lokemon searching, collection and sending
information
2) Management and sending of users’ location information

Current interface that has been already implemented is described in detail in the
Appendix section.
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Keio Sensorizer

Related BigClouT’s work plan task(s):
WP2 – task 2.1
WP2 Task 2.1: Big city data generation,
collection, redistribution with
interoperable tools
WP2 Task 2.2: Self-aware, reconfigurable
and dependable platform
WP2 Task 2.3: Distributed edge
processing, storage and platform
management
WP2 Task 2.4: Application programming
tools for smart city
WP3 Task 3.1: Big data analytics and
business intelligence
WP3 Task 3.2: Learning, predictive
modelling and decision making
WP3 Task 3.3: Distributed real-time data
mining with event detection for actuation

12.1 General description and architecture
World Wide Web contains a huge amount of open data related to the physical world.
They include, for example, density of air pollutant, road traffic condition, and car
park occupancy. In many cases, however, those data are entombed in the cyber web
space. The values are not easily accessible from a computer program due to the lack
of APIs to fetch them. They are updated periodically, making the past data totally
inaccessible. To cope with this problem, we propose an architecture for discovering,
excavating, and streaming the entombed web contents (EWC). This architecture,
called Sensorizer [8 4 ], leverages crowd sourcing for accurate EWC discovery,
periodic web scraping with a headless browser for excavation from dynamic web
pages, and a standardized communication protocol (XMPP) for data streaming to
wide variety of applications. As shown in the following figure, Sensorizer is a set of
(1) an authoring tool with which arbitrary elements on a web page can be defined as
an EWC container, (2) a probing tool running on the master/helper servers that
periodically mines current value from the container web pages, and (3) a data
transmission middleware that uses XMPP over HTTP.
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FIGURE 23 : SENSORIZER ARCHITECTURE

12.1.1 Sensorizer Architecture
In this section we overview the Sensorizer Architecture and its prototype
implementation.
(ア)

Sensorizer Browser Extension

Browser Extension enables users to generate an EWC definition that contains the
URL of a web page with EWC and their attributes, such as the name, unit, udpate
rate, and their path. Its architectural role is to crowd-source EWC finding and metadata association to them. Leveraging human supervision and knowledge for this
allows the architecture precise excavation of EWC.
The browser extension registers the generated EWC definition to the probe using a
communication protocol, typically HTTP. This process is what we term sensorizing,
in that users generate a virtual sensor on the HTML element that contains an EWC.
We have implemented this component to Google Chrome, whose screenshot is
shown in Figure 24. The idea of this extension is to let users to create virtual sensor
nodes (VSN) on a page. Each VSN can contain multiple virtual transducers, each of
which is associated to a single EWC. This allows users to compose multiple data
elements related to a single entity into a single virtual node. For example, each row
in the table in Figure 24 contains multiple interests about the air quality in a single
city, such as the current AQI, and two-day forecast. The screenshot shown in Figure
24 depicts this; the window shows the virtual sensor node for Birmingham
consisting of three transducers, namely current, tomorrow, and day after. Doing this
allows applications to receive these data through a single data stream.
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The user interaction with this extension is as follows. First a user can refer to the list
of VSNs that are already defined by other users on the current web page. This list is
acquired from the Probe server by the extension when the extension is shown.
Second, the user creates a VSN by right-clicking the mouse on the page. The
extension automatically sets the text content, if any, below the mouse to the name of
the VSN.

FIGURE 24 : BROWSER EXTENSION

(イ)

Probe

Figure 25 shows the process flow of Probe. It periodically downloads the web pages
from the URLs specified in the registered EWC definitions. It uses the update rate in
the definition to determine the period of web page downloads. After downloading
the pages, it scrapes them to extract the EWC from the path also specified in the
EWC definitions. Finally, it transmits the EWC to a network. The role of Probe in the
architecture is to generate data streams from a web page. As discussed above, EWC
are updated periodically. An EWC on a web page can be thus considered to be a
snapshot of the original data stream. Probe allows applications to consume an EWC
as a stream, instead of an element packed in a HTML document. It should be noted,
however, that temporal granularity in the stream would be coarse, such as a data
per one minute at finest. Since this component fetches web pages continuously from
a web server, it should avoid overloading the server. We implemented this
component with Javascript program run on Phantomjs, which is a headless web
browser. This program scrapes EWC, whose paths are specified in the EWC
definition. We leverage Phantomjs since it can execute Javascript programs referred
within HTML files of a web page. There exists many web pages that are generated on
browsers with Javascript programs. If a VSN definition is generated from such a

60

script-generated web page, the XPath in the definition is extracted from the DOM
structure generated by the script. Scraping meaningful data from such a page thus
needs to run the scripts to generate the DOM structure equivalent to the above.
When sensor data are successfully acquired from a web page, the probe finally
transmits the data to the Internet. For this transmission, we leverage SoXFire to
achieve higher availability of sensor data over the Internet, which is described in the
next section.

FIGURE 25 : SEQUENCE DIAGRAM OF PROBE
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Keio SOXFire

Related BigClouT’s work plan task(s):
WP2 task 2.1
WP2 Task 2.1: Big city data generation,
collection, redistribution with
interoperable tools
WP2 Task 2.2: Self-aware, reconfigurable
and dependable platform
WP2 Task 2.3: Distributed edge
processing, storage and platform
management
WP2 Task 2.4: Application programming
tools for smart city
WP3 Task 3.1: Big data analytics and
business intelligence
WP3 Task 3.2: Learning, predictive
modelling and decision making
WP3 Task 3.3: Distributed real-time data
mining with event detection for actuation

13.1 General description and architecture
13.1.1 Introduction
SOXFire is a universal sensor network system for sharing social big sensor data to
realize sensor data ecosystem in smart cities. Social big sensor data is required to be
shared various level such as city elements, community-level and city-level (see
Figure 26). This means that not only heterogeneous sensors but also heterogeneous
users at different organizations have to be concerned. Therefore, a system for
sharing social big sensor data have to cope with various sensors, and share the data
with various users/organizations at different access rules. In addition, the system
has to be managed and operated easily in each level, and also have to provide
scalability and extensibility for tons of sensor data from cities. SOXFire is designed
to solve this issue by leveraging XMPP Internet messaging protocol to provide
federated server functionality as well as publish-subscribe communication. SOXFire
is based on Sensor Andrew which is also XMPP-based large-scale campus-wide
sensing system, however, we extended the concept of Sensor Andrew for smart city
by introducing several important features to cope with more variety of sensors and
users.
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FIGURE 26: MULTI-LAYER SMART CITY

Design Goal
Towards smart city era, types of sensors and their users will be more diverse and
increased. Usually, sensor network is operated in closed environment and system types of sensors are limited, and sensor deployers and consumers are usually in
same organization. However, since smart city is a complex system of systems, tons
of heterogeneous sensor data must be leveraged by thousands of heterogeneous
users. Thus, it is necessary to design a large-scale sensor network system to share
such social big sensor data. We adopt the following requirements for the sensor
network system in smart city.
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Coping with heterogeneous sensors: Not only physical IoT sensors but also
crowd sensing and WEB sensing are key sensing techniques in smart cities.
Therefore, the system have to cope with those various ways of sensing.



Compatible with easy and secure access: Social big sensor data requires both
features of openness and secureness. While some data can be accessed by
anyone, some data must requires strict access control.



Retrieving sensor data in different ways: Sensor data usage pattern is different
in different applications. An application may require only single sensor data at
current time, or other application may require continuous sensor data stream.

Therefore, the data should be retrieved by both pull-oriented and pushoriented to fulfill various requirements of applications' use cases.


Ease of management, operation and use: Easiness of system management and
use needs to be considered for practical system. This should also require an
easy process of registering and discovering sensors of interests. In addition,
simple ways of development are also required for developers of applications or
their own sub systems.



Scalability and Extensibility: The system should have scalability to manage tons
of sensor data. In addition, it should provide extensibility for system
administrators/developers to extend the system for their purpose.



Federation of multi-community system: As shown in Figure 26, users in each
layer use their sensor data for their own applications in distributed manner. At
the same time, shareable data should be opened for other communities, or
wider social layers. Thus, this distributed and multi-community system have to
be federated for smart cities ecosystem.

SOXFire Technology and Sensor Model
Leveraging XMPP technology
To fulfill the requirements described in previous section, we chose to leverage the
eXtensible Messaging and Presence Protocol (XMPP). XMPP is an open XMLformatted Internet protocol traditionally used for chat communications. XMPP
provides several features such as user accounting and authentication, flexible access
control mechanism, publish-subscribe (pubsub) event model, scalable clustering
and federation features, and so on. In addition, XMPP uses XML so that it can provide
extensibility for developers to define their own scheme by themselves. There are
several other IoT protocols such as MQTT and CoAP and we could actually leverage
them. Nevertheless, each protocols can be the best choice for specific purposes.
However, we consider XMPP is the one of best practical protocols to fulfill design
requirements in terms of social big sensor data sharing currently. Actually, there
have been several on-going projects to leverage XMPP for IoT communication. Of
those, Sensor-Over-XMPP (SOX) specification proposed in Sensor Andrew project
leverages pubsub model for sensor data sharing, which inspires us and is actually
basement of our system. However, these works focus rather for physical IoT sensors
with specific use cases which cannot fit to the requirements described in the
previous section. Our contribution is to leverage XMPP protocol for sharing social
big sensor data among various layers of users in smart cities.
Virtual Sensor Model in SOXFire
As mentioned before, our sensor model extends SOX specification proposed in
Sensor Andrew project. In SOX specification, physical sensors are expressed as
corresponded virtual sensors as pubsub event nodes. Using pubsub model is an
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ideal way for massive distribution of IoT data, as same as in MQTT. However, one of
advantages of SOX is that it can express sensor's meta-information in nature. This
enables users to understand/discover required sensors - this is important feature
for sharing social big sensor data among multi-community environment.
In SOX, a virtual sensor corresponded to a physical sensor is associate to two
pubsub nodes, named SensorName_meta and SensorName_data. Figure 2 shows
overview of relationship between real-world sensors and virtual sensors in SOX.
PubSub node which has postfix \_meta is used for publishing meta information such
as sensor device name (e.g., mySensor), device types (e.g., outdoor weather), sensors
mounted on the device (e.g., temperature and humidity), their units (e.g., celsius and
percent) and so on. PubSub node which has postfix _data is used for publishing
actual sensor data (e.g., 24 and 76). Our SOX libraries, which will be described in
next section, hides this paring of _meta and _data, so users/developers can easily
access to both meta information and actual data without taking care of the
difference of _meta and _data nodes.

FIGURE 27: VIRTUAL SENSOR MODEL IN SOXFIRE

65

14

NTTRD oneM2M

Related BigClouT’s work plan task(s):
WP2 - task 2.1 & task 2.2
WP2 Task 2.1: Big city data generation,
collection, redistribution with
interoperable tools
WP2 Task 2.2: Self-aware, reconfigurable
and dependable platform
WP2 Task 2.3: Distributed edge
processing, storage and platform
management
WP2 Task 2.4: Application programming
tools for smart city
WP3 Task 3.1: Big data analytics and
business intelligence
WP3 Task 3.2: Learning, predictive
modelling and decision making
WP3 Task 3.3: Distributed real-time data
mining with event detection for actuation

14.1 General description and architecture
OneM2M [6 9 ] is one of the most promising Machine-to-Machine (M2M) standard.
Eight of the world’s leading regional ICT standards bodies (ARIB, ATIS, CCSA, ETSI,
TIA, TSDSI, TTA, TTC)have come together to create oneM2M. In the following,
outline of oneM2M is quoted from its specifications.
14.1.1 Functional Architecture
The functional architecture of oneM2M is shown in Figure 28 Mca, Mcc, Mcn, and
Mcc’ are reference points that are the interfaces provided by CSE. OneM2M system
consists of the following functions.
Application Entity (AE): Application Entity is an entity in the application layer that
implements an M2Mapplication service logic. Each application service logic can be
resident in a number of M2M nodes and/ormore than once on a single M2M node.
Common Services Entity (CSE): A Common Services Entity represents an
instantiation of a set of "common service functions" of the M2M environments. Such
service functions are exposed to other entities through the Mca and Mcc reference
points. Reference point Mcn is used for accessing underlying Network
ServiceEntities.
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Underlying Network Services Entity (NSE): A Network Services Entity provides
services from the underlying network to the CSEs.

FIGURE 28: ONEM2M FUNCTIONAL ARCHITECTURE

14.1.2 Configurations supported by oneM2M Architecture
A possible configuration of oneM2M is shown in Figure 2. There are following nodes.
Application Service Node (ASN): An ASN is a Node that contains one CSE and
contains at least one Application Entity (AE).
Application Dedicated Node (ADN): An ADN is a Node that contains at least one
AE and does not contain a CSE.
Middle Node (MN): A MN is a Node that contains one CSE and contains zero or
more AEs.
Infrastructure Node (IN): An IN is a Node that contains one CSE and contains zero
or more AEs. There is exactly one IN in the Infrastructure Domain per oneM2M
Service Provider. A CSE in an IN may contain CSE functions not applicable to other
node types.
Non-oneM2M Node (NoDN): A non-oneM2M Node is a Node that does not contain
oneM2M Entities (neither AEs nor CSEs). Such Nodes represent devices attached to
the oneM2M system for interworking purposes, including management.
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FIGURE 29: CONFIGURATIONS SUPPORTED BY ONEM2M ARCHITECTURE

14.1.3 Common Services Functions
CSE provides common services functions shown in Figure 30. Such services reside
within a CSE and are referred to as Common Services Functions (CSFs). The CSFs
provide services to the AEs via the Mca reference point and to other CSEs via the
Mcc reference point. CSEs interact with the NSE via the Mcn reference point.
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FIGURE 30: COMMON SERVICES FUNCTIONS

CSE is the most important component of oneM2M, so that we have made an effort
concentrate on making of CSE.
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15

NTTRD Virtual-Sensor

Related BigClouT’s work plan task(s):
WP2 - task 2.1

WP2 Task 2.1: Big city data generation,
collection, redistribution with
interoperable tools
WP2 Task 2.2: Self-aware, reconfigurable
and dependable platform
WP2 Task 2.3: Distributed edge
processing, storage and platform
management
WP2 Task 2.4: Application programming
tools for smart city
WP3 Task 3.1: Big data analytics and
business intelligence
WP3 Task 3.2: Learning, predictive
modelling and decision making
WP3 Task 3.3: Distributed real-time data
mining with event detection for actuation

15.1 General description and architecture
Virtual sensor [ 106] construction technology consists of noise reduction and missingvalue estimation. These techniques enhance the quality of participatory sensing data,
and make virtual sensors reliable and flexible. The flow of our construction technique is
shown in Figure 31. First, sufficient sensor data are collected. Second, the reliability of
sensor data sets is enhanced using a noise reduction technique. Finally, incomplete data
are compensated focusing a multiple regression technique. Additionally, a new sensor
data set that fuses the data collected from all sensors is produced if necessary.
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FIGURE 31: FLOW OF VIRTUAL SENSOR CONSTRUCTION

True value estimation
Participatory sensing produces noisy sensor data due to the use of sensors with low
accuracy or a mix of sensors with diverse performance capabilities. It is meaningless to
analyze each value in the noisy sensor data in order to use it in applications. We have to
estimate true values from the noisy sensor data to provide reliable data for
applications. Our noise reduction method is statistically estimating the true values of
population means by using noisy sensor data as random samples. This estimation
method is aimed at accurately estimating the population means while preserving their
spatio-temporal patterns. This method can be used to accurately estimate a population
mean by expanding a spatio-temporal region where a sample is obtained in order to
increase the sample size. This is because of the well-known fact that an estimate for a
population mean becomes more accurate as the sample size increases. However,
expanding the region makes the spatio-temporal granularity of the estimate coarse,
which leads to a loss of spatio-temporal patterns of the population means. This
estimation method preserves those spatio-temporal patterns by the use of a constraint
condition in which the region must consist of elements with the same population mean
when the region is expanded.
In other words, this estimation method partitions an entire spatio-temporal region into
the largest possible regions, each of which consists of elements with the same
population mean, and then estimates each population mean by using samples obtained
in the regions.
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FIGURE 32: OVERVIEW OF ESTIMATING TRUE VALUES OF POPULATION MEANS

Missing value estimation
In participatory sensing, the sensor data are often affected by missing values, which
makes the data incomplete. The sensors and sensing area respectively depend on the
mobile devices of the participants and the participants’ trajectories. It is not feasible to
force a participant to stay in a target area as a stationary sensor.
Our goal was to accurately estimate the missing values of a sensor from incomplete
sensor data by using multiple regression. A simple way of analyzing incomplete sensor
data would be to delete all the missing records and then use only the complete records.
However, excluding all records having more than one missing value would result in a
decrease in the quantity of training sensor data available for estimation. Thus, we
should select the minimum number of sensors needed to estimate the missing values
and exclude all records that have missing values of the selected sensors.
We previously proposed a method to estimate a missing sensor value by using
incomplete sensor data. This estimation method was designed to improve the
regression model and increase the quantity of training sensor data. This method
roughly prunes inessential sensors by using small training sensor data and improves
estimation accuracy while repeating sensor selection and updating the training sensor
data. An overview of this estimation method is shown in Figure 33.
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FIGURE 33: OVERVIEW OF MISSING-VALUE ESTIMATION
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YRP WI-SUN

Related BigClouT’s work plan task(s):
WP2 - task 2.1
WP2 Task 2.1: Big city data generation,
collection, redistribution with
interoperable tools
WP2 Task 2.2: Self-aware, reconfigurable
and dependable platform
WP2 Task 2.3: Distributed edge
processing, storage and platform
management
WP2 Task 2.4: Application programming
tools for smart city
WP3 Task 3.1: Big data analytics and
business intelligence
WP3 Task 3.2: Learning, predictive
modelling and decision making
WP3 Task 3.3: Distributed real-time data
mining with event detection for actuation

73

16.1 General description and architecture
Wi-SUN is one of leading global industry alliance promoting interoperable wireless
standards based solutions for the Internet of Things. There are many existing assets
developed by NICT. These assets are including of course Wi-SUN wireless
communication master/slave device enabling low power and long distance (500m 1km) wireless communication. Not only these devices, but also there are many actual
assets including cloud service layer based on RESTful APIs and resource model
specified by URI for every devices, several actual working web application service
layer. For example, Smart Agriculture, Smart Fishing Industry, Preventing Disaster,
Smart Home, Transportation, and so on.
YRP R&D Promotion Committee is promoting expansion of Wi-SUN use from public
view point.
On the other hand, YRP-IOT is promoting business model called “M2MS&S” based on
NICT development assets. “M2MS&S” is including following Architecture concept
described in Figure 34.

FIGURE 34: CONCEPT OF M2MS&S

Figure 35 is describing more concrete implementation architecture image.
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Application Service Layer:
Web Application for several business segment, for example, Agriculture, Preventing
Disaster, Smart Home, Transportation, etc.
Cloud Service Layer:
Based on both RESTful API for web application and server client model I/F for sensor
network node.
Sensor Network Node Layer:
Gateway Router device as master device enabling the connection between sensor
network and cloud
Edge intelligent device or server is included in this layer.
Sensor Device Layer:
Several sensor device for each application service segment

FIGURE 35: IMPLEMENTATION IMAGE FROM ARCHITECTURE VIEW POINT
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These components are connected by both RESTful API for web application and server
client model I/F for sensor network node. So each component is flexible for
deployment to other system. From the view point of BigClouT, gateway device could
be connected to BigClouT cloud system as the collecting data from real sensor within
BigClouT CPS whole system (Figure 36).

FIGURE 36: DEPLOYMENT IMAGE OF WI-SUN SENSOR NETWORK NODE TO BIGCLOUT
ARCHITECTURE
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17

CEA sensiNact gateway

Related BigClouT’s work plan task(s):
WP2 - task 2.1, task 2.2 & task 2.3
WP2 Task 2.1: Big city data generation,
collection, redistribution with
interoperable tools
WP2 Task 2.2: Self-aware, reconfigurable
and dependable platform
WP2 Task 2.3: Distributed edge
processing, storage and platform
management
WP2 Task 2.4: Application programming
tools for smart city
WP3 Task 3.1: Big data analytics and
business intelligence
WP3 Task 3.2: Learning, predictive
modelling and decision making
WP3 Task 3.3: Distributed real-time data
mining with event detection for actuation

17.1 General description and architecture
sensiNact [7 0 ] is a horizontal platform dedicated to IoT and in particularly used in
various smart city and smart home applications. sensiNact aims at managing IoT
protocols and devices heterogeneity and provides synchronous (on demand) and
asynchronous (periodic or event based) access to data/actions of IoT devices, as well as
access to historic data with generic and easy-to-use API. To achieve these objectives,
sensiNact comes with two complementary frameworks:
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sensiNact Platform interconnects IoT devices using different southbound IoT
protocols such as Zigbee, EnOcean, LoRa, XBee, MQTT, XMPP, as well as platforms
such as FIWARE and allows access to them with various northbound protocols
such as HTTP REST, MQTT, XMPP, JSON RPC and CDMI. The gateway can also host
applications and manage them using an application manager module.
sensiNact Studio proposes an IDE (Integrated Development Environment) based
on Eclipse to manage the existing devices, in addition to develop, deploy and
manage IoT applications.

More information about sensiNact can be found at the http://open-platforms.eu portal,
which is managed by the Eureopan IoT Platfroms Initiative (IoT-EPI4). sensiNact has
recently been released as an open source project in Eclipse community5.

FIGURE 37: SENSINACT PLATFORM AND STUDIO OVERALL VIEW

4
5
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http://iot-epi.eu/
https://projects.eclipse.org/proposals/eclipse-sensinact

FIGURE 38: SENSINACT ARCHITECTURE

The sensiNact Gateway allows interconnection of different networks to achieve
access and communication with embedded devices. It is composed of five functional
groups and their relative interfaces:
-

-

-
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The Device Protocol Adapter abstracts the specific connectivity technology of
wireless sensor networks. It is composed of the bridges associated to protocol
stacks. All the bridges comply with a generic Device Access API used to interact
with northbound sensiNact’s services.
The Smart Object Access and Control implements the core functionalities of
sensiNact such as discovering devices and resources, securing communication
among devices and consumers of their services, etc.
The Consumer API is protocol agnostic and exposes services of the Smart Object
Access and Control functional to Consumers.
The Consumer Protocol Adapter consists of a set of protocol bridges, translating
the Consumer API interface into specific application protocols.
The Gateway Management functional group includes all the components needed
to ease management of devices connected to sensiNact, regardless of their
underlying technologies. A Device Management API is used for this purpose.
This functional group also contains the components managing cache, resource
directory and security services. These management features are exposed by
means of the Gateway Management API.

-

And finally the Manager Protocol Adapter allows adapting the Gateway
Management API to the specific protocols used by different external
management entities.
The Smart Object Access and Control functional group described above in this
section includes a large number of functionalities:

-

-
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It handles the communication with the Consumer Protocol Adapter (REST API,
JSON RPC, etc.) and IoT (and non-IoT) devices, providing URI mapping,
incoming data/messages translation in an internal format and outgoing
data/messages translation in Consumer format. Whenever a Consumer tries to
access a resource via Consumer API, the requested URI is forwarded to the
Resource Manager in order to check if a specific resource descriptor exists or
not inside the Resource Directory and to verify its accessibility status. If a
resource descriptor doesn’t exist, a message response with error code is
returned to the Consumer API. Otherwise, the request is forwarded to the right
interface. At the same time whenever response is originated form IoT device (or
abstract IoT device), it will be also forwarded to its logical counterpart in order
to update the resource representation in the gateway.
It manages the subscription/notification phases towards the Consumer, if it is
not handled by the targeted device (service) itself
It supports Devices and Resource Discovery and Resource Management
capabilities, to keep track of IoT Resource descriptions that reflect those
resources that are reachable via the gateway. These can be both IoT Resources,
or resources hosted by legacy devices that are exposed as abstracted IoT
Resources. Moreover, resources can be hosted on the gateway itself. The
Resource Management functionality enables to publish resources in sensiNact,
and also for the Consumer to discover what resources are actually available
from the gateway; sensiNact Service and Resource model allows exposing the
resources provided by an individual service. The latter, characterized by a
service identifier, represents a concrete physical device or a logical entity not
directly bound to any device. Each service exposes resources and could use
resources provided by other services. Figure 39depicts the Service and
Resource model.

FIGURE 39: GENERIC DATA MODEL

This generic data model allows a similar access to the sensors and actuators using
heterogenerous protocols.
Discovering and using resources exposed by Services is a favored approach for
avoiding using static service interfaces and then increase interoperability.
Therefore, sensiNact Services and their exposed resources are registered into
Service/Resource repositories. The gateway uses the OSGi service registry as
Service/Resource repository, where resources are registered as service properties.
Clients ask the Service/Resource repository for resources fulfilling a set of specified
properties (defined by LDAP filters). In response, the Service/Resource repository
sends clients the list of service references that expose the requested and authorized
resources. Clients can then access/manipulate the resources exposed by their
selected service objects.
Resources and services can be exposed for remote discovery and access using
different communication protocols, such as HTTP REST, JSON-RPC, etc., and
advanced features may also be supported (as semantic-based lookup).
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TABLE 1: RESOURCES TYPES & DESCRIPTION

TYPE

DESCRIPTION

SENSORDATA

Sensory data provided by a service. This is real-time
information provided, for example, by the device that
measures physical quantities.

ACTION

Functionality provided by a service. This is mostly an actuation
on the physical environment via an actuator device supporting
this functionality (turn on light, open door, etc.) but can also
be a request to do a virtual action (play a multimedia on a TV,
make a parking space reservation, etc.)

STATEVARIABLE

Information representing a device state variable of the
service. This variable is most likely to be modified by an action
(turn on light modifies the light state, opening door changes
the door state, etc.) but also to intrinsic conditions associated
to the working procedure of the service

PROPERTY

Property exposed by a service. This is information which is
likely to be static (owner, model, vendor, static location, etc.).
In some cases, this property can be allowed to be modified.

TABLE 2: RESOURCE'S ACCESS METHOD

TYPE

DESCRIPTION

GET

Get the value attribute of the resource

SET

Sets a given new value as the data value of the resource

ACT

Invokes the resource (method execution) with a set of defined
parameters

SUBSCRIBE

Subscribes to the resource with optional condition and
periodicity

UNSUBSCRIBE

Remove an existing subscription

The access methods that can be associated to a resource depend on the resource
type, for example, a GET method can only be associated to resources of type
Property, StateVariable and SensorData. A SET method can only be associated to
StateVariable and modifiable Property resources. An ACT method can only be
associated to an Action resources. SUBSCRIBE and UNSUBSCRIBE methods can be
associated to any resources.
sensiNact is OSGi based and so developed using the Java programming language. It
can be used with an embedded SQLite database when holding its authentication
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service, but can also be integrated in a pre-existing architecture providing its own
authentication mechanism. In terms of connectivity (cf. Figure 40), on the
southbound side the sensiNact gateway allows to cope both with “physical device”
protocols and “virtual device” ones, allowing a uniform and transparent access to an
XBee network, or an HTTP Restful web service for example. Here's pell-mell a nonexhaustive list of supported protocols:
-

-

-

EnOcean, concerting energy harvesting wireless sensor technology (ultra-lowpower radio technology for free wireless sensors), and protocols in use to
interact with those sensors;
Bluetooth Low Energy, which is a personal area network, low power protocol
designed mainly for healthcare or entertainment type of applications;
MQTT, which is a machine-to-machine protocol, lightweight publish/subscribe
messaging transport, useful for connections with remote locations where a small
code footprint is required and/or network bandwidth is at a premium;
ZigBee based protocols (XBee for example);
CoAP,which is a REST application protocol, designed to be “the HTTP for
constrained networks and devices” whose concept originated from the idea that
"the Internet Protocol could and should be applied even to the smallest devices,"
and that low-power devices with limited processing capabilities should be able to
participate in the Internet of Things; it is usually used on top of a 6LoWPAN
network, but it may travel regular IP networks as well (it is used by the OMA
LWM2M protocol, for instance).
On the northbound side the sensiNact gateway provides both client/server and
publish/subscribe access protocols:

-
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MQTT ;
JSON-RPC (1.0 and 2.0) ;
HTTP RESTful ;
CDMI.

FIGURE 40: SENSINACT ENVIRONMENT
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CEA sensiNact Studio

Related BigClouT’s work plan task(s):
WP2 - task 2.4
WP2 Task 2.1: Big city data generation,
collection, redistribution with
interoperable tools
WP2 Task 2.2: Self-aware, reconfigurable
and dependable platform
WP2 Task 2.3: Distributed edge
processing, storage and platform
management
WP2 Task 2.4: Application programming
tools for smart city
WP3 Task 3.1: Big data analytics and
business intelligence
WP3 Task 3.2: Learning, predictive
modelling and decision making
WP3 Task 3.3: Distributed real-time data
mining with event detection for actuation
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18.1 General description and architecture
sensiNact Studio is a software platform developed within the ClouT project for
monitoring IoT devices in physical environments and developing light IoT
applications by making use of the services exposed by those devices. The tool aims
at helping developers to create applications without requiring specific knowledge of
the underlying technical details of neither the IoT devices nor a particular
programming language. It is based on the eclipse framework, and can be used as
standalone application or virtualized from the cloud. The graphical user interface
includes different views: navigator (2), deployment (3), properties (1) views, as well
as a domain specific language (4).

FIGURE 41: SENSINACT STUDIO

The navigator view shows at runtime running devices in IoT environment. This view
is automatically updated when devices join or leave the environment. Moreover, in
the navigator, the user can find services provided by a device and for any service,
and it can list the resources exposed by this later. Resources represent information
(properties, state variables, sensed data) or functionalities (actions) exposed by
services; for example, considering temperature service, it provides a resource of
temperature of which we can get the temperature measurements, on demand,
periodically or if a certain condition is met. The obtained measurements can be
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graphically visualized. Similarly, a light service example has 3 action type resources:
turn-on, turn-off and dim and these actions can be performed remotely. More
generally, based on the sensiNact service/resource model, the tool provides
performing remotely the generic access methods on the exposed resources: GET,
SET, SUBSCRIBE, and ACT.
The deployment view shows the location, helping the user to visualize all the
available IoT devices in the system and use them for the development of their
applications. The locations of the devices can be updated by the user.
The properties view gives more information about manipulated entities in the GUI
and allows to modify them.
The GUI includes also a DSL editor; the domain specific language (DSL) used by
developers/end-users helps them writing their IoT applications without requiring
technical details of the devices, execution platforms, etc. This DSL implements an
ECA (event-condition-action) language which is designed to be simple to use, and is
intended to create applications in terms of rules that are triggered when an
interesting event occurs. After verification of a condition a planned action can be
performed. Event condition action for sensiNact studio is runtime language because
it has to deal with runtime information. The developer does not allowed to use his
own information about IoT environment but the information available at runtime
only. ECA for sensiNact studio integrates in addition some aggregation function and
complex event processing capabilities. The general grammar of ECA is as follow:

It supports the following functionalities:
Temporal operators
During , ex. during(s1.subscribe()>500,p2=s2.subscribe(),3)
After, ex. after(p1=s1.subscribe(),s2.subscribe(),10)
Before
Math operators
Avg, ex. avg(s1.subscribe()>=100,3e)
Sum
Count
Max
Min
Median
Stddev
avedev
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ECA language uses two DSLs. Each one has its EMF model. The first one defines
Expression language which is a description of expression syntax to be used by the
second one, which describes the general form of ECA.
The IoT application created by the ECA rule described via the Domain Specific
Language consists actually of composition of sensor and actuator services. Once the
ECA rule composes the services, the information flow and sequence of service calls
are triggered by the detected events, the condition verification can also imply
additional service calls. Finally the actions are performed by calling the
corresponding services as indicated in the rule. Different validation techniques can
be used to detect potential problems such as model checking or control
synthesizers. The first version of sensiNact studio does not provide such verification
mechanism, however the upcoming versions will incorporate one.
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CONCLUSION
From the description of the partners' assets presented in this deliverable, we can extract a
wide range of data relative to functional, non-functional, legal, and technical aspects to be
reused in the work of the architecture specification, which will be described in detail by the
deliverable 1.3.
The proposed approach for the design and description of the BigClouT architecture will be
similar to the one followed in the ClouT project:





Description of the modules from a logical point of view, describing their functionality
and interfaces;
Relationships and dependencies between modules;
Detailed mapping between modules functionalities and requirements
(functional/non-functional);
Possible candidates for the implementation among the existent assets

T1.1

D1.1

T1.3

Reusable assets

T1.2

D1.3
Architectural spec.

D1.2
Requirements

WP1

WP2

D2.1

WP3

D3.1

FIGURE 42: WP1, WP2 & WP3 RELATIONSHIPS

More precisely the applied methodology will combine top-down and bottom-up approaches
to identify the integration and implementations tasks and to avoid unfilled gaps in the
resulting product.
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The top-down approach:
This approach will be first based on the results of the ClouT project and its final platform
architecture, onto which the new defined features will be added:
CSaaS – City Software as a Service
Application

Application

Application

Application

Application

Application

CPaaS – City Platform as a Service
City Service Composition
Development&
Deployment
Platform

Service
Composition

City Data Processing
Data/Event
Processing

Context
Management

City Resource Access
City Data Access

City Action Access

CIaaS – City Infrastructure as a Service
City Infrastructure Management
Resource Management

Service Management

City Entity Management

Interoperability &City Resource Virtualisation
Semantic & Syntactic
Interoperability

Sensorization
&
Actuarization

City Entity Virtualisation

Computing &
Storage
Storage as a
Service

IoT Kernel
Management
Access

Computing as a
Service

Wrapping

FIGURE 43: CLOUT PLATFORM ARCHITECTURE
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 Self-awareness (WP2): BigClouT will add self-awareness and self-adaptiveness
properties to the ClouT platform. It will also provide tools for reallocating resources in
terms of computing and storage (from cloud to edge and devices) responding to the
varying needs of the platform;
 Big data analytics capability (WP3): BigClouT platform will provide the necessary tools
and libraries to perform knowledge extraction and data analysis from big data sources;
 Real-time intelligence (WP3): BigClouT will add real-time data mining functions
bringing data prediction and decision making features to the platform.
For each of those new features, a recursive and incremental exploration will allow the
identification of the implied component, its functions, as well as the criteria to be next used
to validate the implementation and integration works.

...

...
Is the architecture compliant
with the defined use cases
(can we implement them?)

...

Coverage of function
defined at the previous
iteration

Coverage of function
defined
at
the
previous iteration

Coverage of function
defined
at
the
previous iteration

Validation criteria for
each component

Validation criteria for
each component

Validation criteria for
each component

FIGURE 44: RECURIVE & INCREMENTAL PROCESS

The dedicated task 1.3 in WP1 will follow this top down approach to guide the architecture
building work.
The bottom-up approach:
The bottom-up approach is based on the available functional assets that can be mapped to
the identified project tasks. To build a consistent mapping, the definition of components and
their respective features will gather their description, the list of interactions they initiate,
the provided features and the assets that can be mapped to them.
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As presented in the above sections, various existing assets from partners respond to
functionalities required for execution of the project’s tasks. The graph illustrated at the
Figure 45 provides a synthetic vision of those assets mapping to the project tasks. Those
assets will be leveraged extended and integrated to respond to project’s specific
requirements.
City Hub
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Sensorizer

CoherentPaaS

SoxFire

Cosmos

Virtual Sensor

StreamOLAP

Wi-Sun
sensiNact GW
oneM2M

WP3
T.3.3

CoherentPaaS
Cosmos

WP2
T.2.1

ECAVerifier

StreamOLAP

WP3
T.3.2

WP2
T.2.2

WP3
T.3.1

WP2
T.2.4

CoherentPaaS

sensiNact GW

CDMI Storage
JsSpinner

StreamOLAP

sensiNact GW

Spago & KNOWAGE

D-NR
sensiNact Studio

FIGURE 45: ASSETS TO TASKS MAPPING
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oneM2M

WP2
T.2.3

Cosmos

The

Self-Healing

Figure 46 below is the graphical representation of this draft mapping between the set of
functional components extracted from the initial tasks’ definition and the partners’ assets:
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FIGURE 46: DRAFT ASSETS MAPPING
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 Dependability: A horizontal component dedicated to ensuring the platform’s
availability, reliability, safety and security. The safety aspect has to be ensured for each
component and asset.
Related task: Task 2.2 Self-aware, reconfigurable and dependable platform
 Platform management: Transversal component dedicated to the platform management,
from edge to cloud levels.
Related task: Task 2.3: Distributed edge processing, storage and platform management
 Administration: User interface for the platform management.
Related task: Task 2.3: Distributed edge processing, storage and platform management
 Platform reconfiguration & self-aware: Transversal component dedicated to the
automatic platform configuration according to a set of rules, the inner system status and
occurring events
Related task: Task 2.2 Self-aware, reconfigurable and dependable platform
.
 City data production: Component producing data from platform user / device
interactions
Related task: Task 2.1: Big city data generation, collection, redistribution with
interoperable tools
 City data collection & redistribution: Component collecting data from dynamic data
sources (IoT devices, social networks, legacy devices) and static data source (web data,
open data portals) and redistributing this data to other components.
Related task: Task 2.1: Big city data generation, collection, redistribution with
interoperable tools
 City data storage: Component allowing the storage of all data collected by the platform
Related task: Task 2.3: Distributed edge processing, storage and platform management
 City data processing: Fully distributed processing capabilities guaranteeing the
fulfilment of conflicting requirements concerning processing power and latency. Critical
actions may result from quick processing activities that may be performed at sensor
level.
Related task: Task 2.3: Distributed edge processing, storage and platform management
 Application programming: User interface allowing to develop distributed city
applications
Related task: Task 2.4: Application programming tools for smart city
 Visualization: User interface allowing to monitor City data and City applications. Visual
components and dashboards for smart city applications enabling visualization of smart
city data
Related task: Task 2.4: Application programming tools for smart city
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The intersection of the two approaches described above will reveal gaps, between the
identified components and required functionality. There will be three different ways to cope
with those gaps:
 The entire platform consistency requires the gap to be filled: the missing feature will be
implemented from scratch by targeting a final and efficient version;
 The shortfall is not necessary but could be a real added value for the platform: the
missing feature will be implemented as simply as possible and the updates to be
scheduled to provide a final and efficient version are defined;
 The missing feature is not needed : the architecture is updated to remove it
BigClouT consortium together holds important assets to achieve the goals identified within
the project roadmap. One of the main strength is that an important part of the partners
have already worked together in previous projects, in particular ClouT project. Despite the
limited resources in the project to achieve the ambitious objectives, we believe we will be
able overcome the regulatory, economic and ethic barriers and will demonstrate the
opportunities that IoT, Big Data and Cloud Computing brings to the smart city domain.
The figure below illustrates a brief SWOT analysis of the BigClouT platform that will be
composed of the assets described in this deliverable.

FIGURE 47 : BIGCLOUT SWOT ANALYSIS
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APPENDIX 1: COHERENTPAAS
Positioning with the respect to the state of the art
Every day a huge amount of data is created, stored and processed all over the internet.
These bits of information can contain a variety of data, ranging from simple binary
information to video files. As expected, a data store specialized in storing one type of
data, for example textual data, is not as effective in storing another type of data, for
example audio. Also, each user has radically different uses for his data, for example one
user may just store and read textual data whereas another may actively search and
update his textual data. These two reasons, amongst others, led us to the creation of
various data stores and at many occasions their combined usage.
The problem of performing operations on heterogeneous data, is troubling researchers
for a long time now [2]. There are specialized systems that seem to achieve the goal of
unifying these autonomous data stores, but they are effective only for specific data
types, such as Big-Integrator [3] which uses data such as Google’s Bigtable, using a
subset of SQL called GQL and is only valid for Bigtable-like systems[4]. Another solution
forming in the literature uses classic big data analytics frameworks in order to emulate
an SQL-like system [5]. Of course, these solution do not support complex queries
because the core systems do not have that functionality natively [6].
Creating a platform unifying these data stores is the next logical step to dealing with
this problem, which is recently starting to emerge as a solution. Mediators in the form
of individual wrappers, slowly start to form SQL engines, using technologies like Spark
SQL and SQL++ in order to create a common platform for all these different DBMSes,
like NoSQL, HDFS and RDBMS [7].
The common query language of CoherentPaaS, called CloudMdsQL, is an SQL-like
language, offering the full spectrum of query complexity to the users, allowing them to
perform complex queries on multiple heterogeneous databases, even using nested
queries [8]. This functionality is achieved by using the native query functionalities of
the data stores which are unified under the CloudMdsQL and even optimizing these
queries using a cost model [9].

Technology
Technology readiness level
Current level: 4
Target level: 6
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Licencing and intellectual property
Transactional MongoDB: Apache License v2.0, commercial license for individual
components.
Common Query Engine: under BSD License (currently it is under the private
repository of the project but there is the plan to have it publicly available when it
finishes).
Dependencies
TABLE 3: COHERENTPAAS TECHNOLOGICALDEPENDENCY

Technological dependency
MongoDB

Datastore

H-Eutropia (Apache HBase combined with
the Eutropia key value store)
Sparksee
Java
JavaScript
C++

Language

SQL
Python
XML
MongoDB official java driver

Library

JDBC
SWIG

Other system

Hadoop Distributed File System

Security mechanism and protocols
There are no additional security mechanisms in the CoherentPaaS framework. The
framework is accessing the DBMSes like an administrator would, so the mechanisms
used are the native protocols of each DBMS if there are any.
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APPENDIX 2: COSMOS
Implementation and real-life deployments
COSMOS is a European project, which is developing a set of methods, tools and
techniques to enable smart city IoT applications to take full advantage of its
technologies, through three representative scenarios:




Smart Heating Application Scenario(Camden)
Smart Mobility Application Scenario(Madrid)
Smart Energy Management Application Scenario(Taipei)

The proposed scenario takes into account that the End Users typically desire an
increased amount of cost efficiency, without having to be manually acting in order to
provide feedback or actuation to a heating schedule of their flat. A manual or
suggestive approach is time consuming and will eventually alienate users even if
the data is provided in understandable monetary terms and not in consumption
metrics. Thus the COSMOS side autonomic app, running on a Raspberry Pi,
handles the creation of the schedule, by splitting the problem in smaller
fragments. If information on a specific fragment is not available locally, it then triggers
the social mechanisms to recover it from one of the peers in the network (other
flats). The returned solution is evaluated after actuation and the relevant social metrics
are updated.
The application scenario exploits some of the COSMOS technologies like
Case-Based Reasoning, Trust & Reputation Model, Privelets and CEP.

Positioning with the respect to the state of the art
COSMOS project relies on state of the art technologies and is progressing the state of art
in specific areas. Aurora and Borealis are two projects that set requirements and work
on syntax for query languages. The work that was done early is relevant because of the
clear thinking that has gone into language constructs that are complete. StreamIt is
from the same lab at MIT and goes on to further work whereby streams are processed
as functional flows (push) rather than query engines (pull) like Aurora and Borealis.
The StreamIt language specification is formal and relatively mature.
More recently there has been additions to the popular map reduce engine
Hadoop with a project name Storm that is used by Twitter; likewise Microsoft, Amazon
and other large cloud platform services. Specialist commercial products include IBM
with SPADE and Infostream and TIBCO Business Events, however these are usually
supporting functionality for the larger message bus products that are provided by these
companies. Architecturally these are message bus implementations with stream
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handlers. It may be advantageous to adapt to these platforms for commercial
potential.In some ways event driven web services are beginning to act like
stream processors in that processing rules, logic and algorithms are coded as web
services. For the purposes of COSMOS, we may be able to get performance through
event driven web architectures, like node.js to act as stream processors. A specific
implementation of this type of architecture is Node Red, an open source IoT routing
and processing platform. For the purposes of COSMOS, Complex Event
Processing(CEP)is treated as a special case and not considered stream processing.
COSMOS can most benefit from
o

o
o
o

the definitions of stream processing elements and reference architectures in order
for how stream processing support and protocols can be constructed within
COSMOS
design of stream processing elements for conditioning data
use of stream processing techniques for statistical analysis, time aggregations and
combining event data in time
code reuse and open source libraries

Advancement on State of the Art is in the areas of integration into security, object
stores and complex event processing as well as some demonstration service
implementations using stream processing techniques.

Technology
Technology readiness level
Current level: 4
Target level: 6
Licencing and intellectual property
Open source license (most likely Apache v2).
Dependencies
TABLE 4: COSMOS TECHNOLOGICALDEPENDENCY

Technological dependency
Datastore
Language
Library
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Object Storage is integrated with distributed
machine learning platform (Apache Spark)
for data analysis.
Python with numpy, scikit, pandas and
statsmodel
Pellet-Jena2.3.2

Rake 10.0.4 for μCEP
Jetty-Maven-Plugin 9.1.5.v20140505
Node-RED 0.10.36

Runtime Environment

Other system

Node.js 0.10.4
Java RuntimeEnvironment 1.8

Apache – Jena 2.10.0

Security mechanism and protocols
COSMOS facilitates IoT-based systems with end – to-end security and privacy, from
hardware-coded approaches on the devices level, access control, encryption,
multi-tenancy and cross-application mechanisms on the data level, to the IoT services
level with the injection of privacy –reserving
mechanisms
within
things
themselves. Furthermore, privacy preserving mechanisms can be applied on the
platform level data management functionalities, through relevant computational
components handling division based on access rights, information abstraction and
per case filtering of identified sensitive information. The provisioning of reliable
and secure data to users and applications are being enhanced by developing the
mechanisms to asses and publish the trustfulness and reputation of the various actors
involved in the COSMOS environment (VEs, IoT services, applications, etc.). Such an
assessment serves other purposes as well since it is, for instance, a key element in
the COSMOS social analysis, and therefore aids in creating a trusted ecosystem in
which malicious users are identified and isolated.
The Security Management Module within the COSMOS platform consists of:




A key management and generation sub-module: each client has a unique key which
is used for authentication purposes. The key is used to both authenticate the
client as well as to encrypt the information flow between the two communication
parties;
User management sub -module: similar to user level permission management,
this service will allow authenticated clients seamless access to the data
storage object while “blending out” information which they are not the rightful
owner of.

These two sub-modules form the foundation of the Security Management Module.
Using a REST-full interface, the Security Management Module is configured by an
administrator which is already authenticated within COSMOS. VEs and human users
can use services exposed by the Security Management Module such as:
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Key generation and exchange service (e.g. Diffie-Hellmankey exchange
mechanism);

Authentication service (e.g. using SSH or a REST interface over HTTPS).
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APPENDIX 3: CDMI STORAGE
Implementation and real-life deployments
ClouT Storage was successfully used in all the Field Trials and in the Intercontinental
Demo. Data coming from all the municipalities for all the demos were historicized by
uploading them to the Storage. Municipalities had two possibilities to interact with the
Storage:



Through CDMI Interfaces
Through Sensinact Gateway

Sensinact Gateway in ClouT architecture provides adaptation between generic clients
and a CDMI compliant server. Furthermore Sensinact Gateway also support real time
data management, which was used for Intercontinental Demo. For these reason it was
more convenient for municipalities to leverage ClouT adaptation functionality and
interact with ClouT Storage through Sensinact Gateway.
A continuous stream of data was sent from the municipalities to the Storage starting
from some months before the review to test the storage and to create a baseline of
historical data.
The first deployment, for test purposes, included three Swift Nodes and three
Hypertable Nodes with 500 GB of Storage capabilities. The three Nodes also guaranteed
fault tolerance and data redundancy.
The data stream included sensor data and object data, i.e. video or images: the former
were stored on Hypertable, the latter on Swift. The mentioned capabilities allowed to
easily trigger the generation of a new Swift Node, since videos and images are much
bigger than sensor data: in order to test the scalability of Hypertable data storage
capability of Hypertable Nodes were reduced to 10 GB.
After a first test phase a base deployment for the review was created without losing
stored data and Node capabilities were increased to 1 TB.
The deployment supported all the demos planned for the review, but an aside demo
was required to show elasticity since the amount of data received by municipalities
was not enough to dynamically trigger the creation of a new Node.

Positioning with the respect to the state of the art
The Storage leverage different characteristics provided by different component to offer
all the features required use cases typical of Smart Cities context. Sensor data storage
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and management (for example to retrieve and analyze them) require good
performance, while object data require dynamically extensible space.
Hypertable provides good performances compared with other NoSQL database and
Swift provides elasticity and easy integration with Virtual Computing modules (also
provided by ClouT). The added value with respect to the state of the art is the
combination of these two features in order to better meet the requirements provided
by both the types of data, and the implementation of dynamic scalability, avoiding
human intervention to create and deploy a new Node. The latter aspect was not
supported by Swift and Hypertable.
ClouT Storage is also a complete and open source implementation of CDMI
specification. It supports the server described above, but is easily adaptable to other
storages.

Technology
Technology readiness level
Current level: 4
Target level: 5
Licencing and intellectual property
Open source: the details of the license are under discussion
Dependencies
TABLE 5: CDMI STORAGE TECHNOLOGICAL DEPENDENCY

Technological dependency
Hypertable

Datastore
Language
Library

OpenStack Swift
Java
Spring

Security mechanism and protocols
Service Oriented Authentication Authorization Accounting (SOA3), supporting
Username and Password authentication
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APPENDIX 4: SPAGOBI & KNOWAGE
Implementation and real-life deployments
SpagoBI is a mature product that have been adopted in several real-life contexts, for
instance: monitoring and improvement of healthcare processes, optimization of
performances in telecommunication services, business intelligence reports in public
administrations etc.
SpagoBI has been successfully used in many real life projects:









Bazile Telecom, a French company, adopted SpagoBI to develop invoice processing and
contract management and monitoring;
Agnès b., a French ready-to-wear brand, adopted SpagoBI to develop a decision
support system providing information coming from all subsidiaries into a single data
warehouse;
French city of Châteauroux used SpagoBI to manage the information system of its
transportation department
Reutlingen University in Germany realized a management cockpit on SpagoBI in order
to demonstrate the possibility of managing a corporate group with Open Source
Business Intelligence software.
Accor Group, tourism company operating worldwide, used SpagoBI to improve its
archiving and consultation processes of bookings and cancellations.
Sepaco Hospital in Sao Paulo (Brazil) adopted SpagoBI to support the healthcare
personnel in everyday work, through.

The complete list of SpagoBI main concrete deployments can be found in:
https://www.spagobi.org/homepage/newsroom/success-stories/
KNOWAGE is a new suite released in 2016, so there are no specific real-life
developments to be described at the moment. Anyway, KNOWAGE can be considered
an evolution of “SpagoBI”.

Positioning with the respect to the state of the art
Business intelligence tools can be divided in two categories: generalised business
intelligence tool and Big Data business intelligence tool [P. Nagar, L. Atriwal, H. Mehra
and S. Tayal, "Comparison of generalized and big data business intelligence tools," 2016
3rd International Conference on Computing for Sustainable Global Development
(INDIACom), New Delhi, 2016, pp. 3585-3588.].
Generalised business intelligence tools extract information from small structured data
sets that are well tabulated in order to infer results and/or to provide
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graphicalrepresentation of results with different kind of charts (e.g. bar graphs, pie
charts, line charts, etc.). Examples of this kind of tools are: Jaspersoft
[https://www.jaspersoft.com/] and RapidMiner [https://rapidminer.com/].
Big Data business intelligence tools extract information from large data sets (e.g. in the
order ofgigabytes) that are mainly unstructured or semi-structured and are able
correlate different data sources. Examples of this kind of tools are: Pentaho
[http://www.pentaho.com/] Oracle Hyperion and Birst [https://www.birst.com/]
SpagoBI can be placed in the second group, thanks to its functionalities that cover a
wide range of requirements.
Furthermore, SpagoBI in 2014 was included in the "Gartner Magic Quadrant" for
Business
Intelligence
Software
[http://solutionsreview.com/businessintelligence/business-intelligence-software-2014-customer-ratings-from-a-gartnermagic-quadrant-survey/].
KNOWAGE includes different modules that can be combined and that extend
functionalities of SpagoBI from which it is derived. The positioning with respect to the
state of the art for KNOWAGE can be considered the same of SpagoBI and it is possible
to place KNOWAGE in the second group: "Big Data business intelligence tool".

Technology
Technology readiness level
KNOWAGE
Current level: 5
Target level: 6
SpagoBI
Current level: 6
Target level: 7
Licencing and intellectual property
SpagoBI: Open source: Mozilla Public Licence v. 2.0 without the “Incompatible with
Secondary Licenses” notice. For more information please refer to
https://www.spagobi.org/homepage/opensource/license/
KNOWAGE: Open source: GNU Affero General Public License.
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Dependencies
TABLE 6: KNOWAGE TECHNOLOGICALDEPENDENCY

Technological dependency
Java

Language

Groovy
Hibernate
Jackson
Lucene
Batik
Jersey

Library

Jetty
Jasper Report
Eclipse Link
Apache Axis
Hadoop
SOAP

Protocol
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REST

APPENDIX 5: D-NR
Implementation and real-life deployments
The implementation is early stage and has been tested only in the lab. The intention is
that it will be made more robust during the lifetime of the project.

Positioning with the respect to the state of the art
Hong et al. proposed Mobile Fog (MF) [26] that allows the deployment of an IoT
application across multiple devices in a hierarchical system architecture from the
network edge to the Cloud. It provides an API for clients to send data vertically or
horizontally between devices in a hierarchical network, as well as handlers that are
used to process the data in the devices. MF relies on a dynamic node discovery process
to associate devices together in a parent-child relationship where parent nodes lend
their computation resources to process data received from child nodes. MFs
hierarchical system architecture naturally allows IoT applications to aggregate and
process data locally along the way from the edge network to the Cloud. In addition, it
supports load balancing between parent nodes so that child nodes are associated with
under loaded parents, improving the overall scalability of the system. Mobility is
handled by the dynamic resource discovery process and duplication of application
codes on multiple devices. Meeting the requirements for PA cycle is not fully taken into
account by MF since a parent node can only act on the same device from which it
receives the message. Because of this, PA cycle logic cannot span multiple devices (e.g.
the case where logic that processes sensing data on one device actuates another
device). Regarding device heterogeneity, the MF programming model differentiates
nodes vertically based on the parent-child relationship and the differences in their
computation resources. Furthermore, it does not support differences on services
provided by edge devices (there is only one API to get sensing data from all types of
devices). Supporting IoT application that operate on different types of edge devices is
very difficult as the developer has to manually identify the data format of all edge
devices.
Ichiro [25] proposed a Mobile Agent-based (MA) MapReduce, inspired by the
MapReduce data analysis model. Instead of transferring all sensing data to a centralised
server for processing using MapReduce, the authors performed MapReduce locally at
the edge devices to minimise the network consumption. The system allows developers
to write and deploy MapReduce procedures on heterogeneous devices. This work
supports a typical class of sense-only IoT applications without any actuation so that
various PA cycles are not mentioned. However, it proves the need of in-network
processing or Fog computing for the IoT.
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Distributed middleware frameworks can also be seen as implementations of Fog
computing since they provide in- network processing capability that leverages
computation re- sources of edge devices. Daniele et al. proposed T-Res [27], a
framework that support in-network processing for WSN. T- Res was implemented in
Contiki OS with a lightweight Python virtual machine. T-Res abstracts IoT applications
into tasks that are deployed on embedded devices. Each task consists of four subresources: input source, output destination, processing function and a last output value.
The IoT application is developed by configuring these tasks sub-resources so that data
is transferred between devices and processed by devices in-network. Similarly to TRes, Sylvain et al. proposed D-LITe [34], a distributed middleware for motes based on
Finite State Transducers, which is also implemented in Contiki OS.
An IoT application is abstracted into a set of rules that control the behaviour of the
underlying mote based on the messages it received and its current state. The limitation
of these works is that they cannot incorporate application logic that spans across local
networks and the Cloud in a unified way. They also do not provide a way for the
developer to automatically select the things that participate in the application so that
manual configuration and deployment are required. This makes scalability a challenge
for both systems. Moreover, in both systems computation resources are tightly coupled
into the edge devices assuming the devices have the same capabilities. Finally, in
neither case did either of these projects address mobility.
Flask [28] and ATaG [35] are two well-known data-driven programming models for
WSN. In both works, authors abstracted the application logic to small processing units
that manipulate and exchange data with each other, which then form a dataflow graph.
Compared to our proposal, these works do not support vertical heterogeneity, that is,
they did not exploit the difference in devices’ computation resources for the application
logic. That is, while ATaG has a notion of horizontal heterogeneity by assigning
attributes to devices to differentiate them based on their sensing/actuating services,
Flask operates on a set of homogeneous devices. Furthermore, since these two works
were developed specifically for WSN, they do not consider different PA-cycles that we
address, such as the interaction that involves the Cloud. glue.thing [36] is another
framework for IoT Applications development that has some similarities to our work in
that it was also built on top of the Node-RED platform. In glue.thing, a master device
controls and monitors all participating nodes in a local network. Whenever a device
joins the network, its special nodes are added into the flow editor of the master device
and, made available to the developer. In another implementation, glue.thing deploy the
master device on the Cloud and manually register devices to the Cloud so that service
composition can be made in the Cloud. However this scheme is less scalable because
the glue.thing Composer works with devices individually rather than classes of devices.
Our work is significantly different in that we exploit computation resource in the Fog to
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provide in-network runtime environment. Compare to DDF, none of these works fully
supports the rich set of PA–cycles as proposed and fulfilled in our work.
We also put forward a new dimension to the heterogeneity definition of IoT systems
and showed that none of these works addresses both vertical and horizontal
heterogeneity as ours does. Mobility of things is not handled in most work while MF
and DDF share a similar approach that uses code duplication. Scalability remains a
difficult problem for developing IoT Applications that only a few of the discussed work
can manage large scale deployment. MF achieves this by deploying the same
application codes on multiple devices while DDF requests the participated devices pull
the codes autonomously.

Technology
Technology readiness level
Current level: 2
Target level: 4
Licencing and intellectual property
Apache License
Dependencies
Table 7: D-NR Technological dependency
Technological dependency
Language

JavaScript

Runtime Environment

Node-JS

Library

Node-RED

Security mechanism and protocols
Web security protocols are used
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APPENDIX 6: CITY HUB
Implementation and real-life deployments
CityHub has been deployed in a number of projects and trials. Two of the most
significant are one in the UK, focusing on road and highway infrastructure (Smart
Streets6) and the other in Canada (Urban Opus7) focused more generally on Smart
Cities.
Smart Streets
In early 2013, the UK’s Technology Strategy Board (TSB) invested in a project called
the Internet of Things Ecosystem Demonstrator to stimulate the development of an
open application and services ecosystem in the IoT. In this project, eight industry-led
projects were funded to deliver IoT clusters in the spring of 2014. These projects all
explored the use of an IoT hub to represent clusters of things from different aspects of
smart cities and smart infrastructure. These clusters covered a range of areas
including smart schools, urban transportation, airports, smart homes and critical
infrastructure such as roads and highways.
As developers of the Smart Streets IoT Hub, our focus was the Highways maintenance
sector (a $6B sector in the UK), which gathered data from a variety of sources related
to the UK’s national and regional road network. This effort was led by InTouch Ltd., a
UK-based SME that provides data solutions for many companies that maintain the
UK’s highways infrastructure. Partners included three large engineering companies,
Amey, Balfour Beatty, and Carillion that build and manage public infrastructure, Sense
Tecnic Systems Inc. that provides IoT hubs, and the University of Lancaster as a
research partner. Data included real-time traffic flows, incidents that affected traffic
flows, road works, flood and rain data, all of which were made available via the Smart
Streets Hub. A particular focus of the program was establishing interoperability
between the 8 hubs, which resulted in the specification of a lightweight
interoperability protocol for IoT hubs, known as HyperCat8.
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6

http://www.smartstreetshub.com/

7

http://www.urbanopus.net

8

http://www.hypercat.io/

Urban Opus
The Urban Opus Society is a non-profit corporation established in Vancouver, Canada,
to foster the development of innovative Smart City applications, involving a mix of
citizen, government, private sector, and infrastructure data. To support this effort,
the Urban Opus Hub provides data storage and federates existing data sources to
provide a single on-line presence and point of access to these data sets. The system
shares the same basic architecture as Smart Streets with support for both real time
and static data, and an easy to use API for developers.
The UrbanOpus hub has been adapted to extend the use of the CKAN architecture and
to, where possible, replace the use of an IoT platform (such as WoTkit). In particular,
UO has developed an extended time series API for CKAN available as a plugin that
extends the CKAN datastore API with time series capabilities.More details available
at: http://www.urbanopus.net

Positioning with the respect to the state of the art
Significant research into the technologies needed to support Smart Cities has been
carried out over the last decade, with a focus on using information and communications
technologies to manage city infrastructures like transportation, traffic control, building
management, energy monitoring, and pollution monitoring. Within this broad set of
research, some researchers have focused on the specification and development of
platforms that have sought to exploit the Internet of Things (IoT) paradigm as the basis
for Smart Cities. This has included work by partnerships between local public
authorities and private companies e.g. IBM, Cisco and Living PlanIT[21], reference
initiatives like the IoT-A [22], and large-scale urban testbeds e.g. [14][15][16].
Platforms for unifying IoT resources for a Smart City have been the focus of several
Smart City testbeds [7] [28]. IoT hubs and large-scale sensor networks have been used
for making a variety of data streams from the physical environment available to
application developers [23][24].
The SmartSantander testbed includes a platform for experimenting with a variety of
IoT technologies. One of the goals of the system is to address the inherent
heterogeneity of IoT resources [16]. The testbed deployed in Oulo, Finland [15], aimed
to provide systems infrastructure support for application developers of public space
services via a set of middleware tools. The CitySense testbed provided a city-wide
platform to enable large-scale sensor and wireless networking research in a real-world
urban setting [14]. While all of these systems provide centralized platforms, they did
not aim to provide a cloud-based hub acting as a centralized access point for accessing
both real-time sensor streams and static datasets and were not focused on offering a
city focused PaaS.
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Large-scale IoT hubs allow web developers to integrate ‘things’ across a wide variety of
domains. Our own work, the WoTKit[3], as well as Xively[23] aggregate collections of
data streams called feeds to store information about sensors and the data they emit
over time. Similarly, ThingSpeak[24] supports a data model of channels similar to
Xively and WoTKit feeds. All three include applications for processing, visualization and
integration and offer the ability to find and share sensors and data, allowing others to
take advantage of the integration work of others. Each of these platforms offer a ‘hub’
model to provide a repository for ‘things’ (data and metadata) and a set of APIs for
accessing and using ‘things’. These hubs do not focus on supporting Smart City
applications per se. and while they do support real time data streams typically do not
support static data set management.
The Internet of Things Architecture project (IoT-A) is proposing an architectural
reference model for IoT interoperability together with key components of the future
IoT to enable search, discovery and interaction as one coherent network [22]. This
work offers a comprehensive approach to building IoT platforms, potentially at city
scale, rather than providing a single focal point for accessing the data of a Smart City.
Work on Cloud based IoT platforms – in some cases focused on Smart Cities – includes
the work of the OpenIoT project [58] as well as Li et al [59] and ClouT [60]. While these
projects have some commonality with our work, none has explored hybrid cloud
deployment and interoperability issues to the extent we have and they generally lack
the long term deployment experience our work benefits from.

Technology
Technology readiness level
Current level: 4
Target level: 6
Licencing and intellectual property
CKAN is open source under the GNU Affero General Public LICENSE (AGPL) v3.0
HyperCat is BSI draft standard, open source reference implementations exist under
Apache licensing.
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Dependencies
TABLE 8: CITYHUB TECHNOLOGICAL DEPENDENCY

Technological dependency
Java-based

Language

Python
WoTKit

Platforms
CKAN- open data platforms

Specification

HyperCat

Security mechanism and protocols
Web security is used throughout. HyperCat supports several security protocols
including OpenAuth and standard web security.
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APPENDIX 7: JSSPINNER
Implementation and real-life deployments
MPFM: Metropolitan People Flow Monitoring
Introduction
MPFM is a web application developed on top of the JsSpinner SPE to demonstrate
the processing capability of the JsSpinner SPE, which is being developed at the KDE,
University of Tsukuba.
MPFM application can monitor the people flow in a metropolitan area and can show
their live statistics. The statistics include gender, age, occupation, residential area
and commuting method. MPFM uses various filters to limit the number of people to
monitor as can be observed from the figure. Google maps javascript API is mainly
used in the development of MPFM.

FIGURE 48: METROPOLITAN PEOPLE FLOW MONITORING

Working
MPFM GUI takes a Jaql query as input and send it to the JsSpinner SPE. The query
contains filters on different attributes of the people ow stream. The JsSpinner
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executes the query on the stream, generates the results and sends them to the
MPFM application. The application makes use of the incoming query results to
display the real time people movement on google maps and the live statistics.

Positioning with the respect to the state of the art
In academia and industry, stream processing engines (SPEs) have been intensively
studied for the last decade, and several products, including open-source and
commercial products, have been released. Recent products include:



SensorBee (http://sensorbee.io/) is an open source lightweight stream
processing engine for IoT environment.
Apache Storm (http://storm.apache.org/) is an open source distributed stream
processing engine, which is supported by some IT companies, such as Yahoo!,
Twitter, and Yelp.

The key features of JsSpinner compared to other SPEs can be summarized as
follows:




It efficiently supports event-driven query evaluation, where only designated
event streams kick query evaluation, whereas others always evaluate queries
whenever a new record is delivered to the system, which might be inefficient
if users are of interest query results in association to some specific events.
JsSpinner efficiently supports multi-level aggregations, which facilitates OLAPstyle analysis over data streams.

Technology
Technology readiness level
Current level: 4
Target level: 5
Licencing and intellectual property
The JsSpinner project is open source
Dependencies
TABLE 9: JSSPINNER TECHNOLOGICAL DEPENDENCY

Technological dependency
Language
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C++

Java
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Protocol

HTTP

Specification

JSON

APPENDIX 8: STREAMOLAP
Implementation and real-life deployments
The system has successfully been applied to several real-life applications:


People flow data analysis


To allow interactive analysis over People Flow Data (http://pflow.csis.utokyo.ac.jp/?page_id=943), we have applied Stream OLAP to the data. It
allows us to interactively analyze the number of people in different
geographical locations with different granularities.

FIGURE 49 : STREAMOLAP APPLIED TO GEOLOCALISATION



Visualization system
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To allow real-time visualization of outputs from Stream OLAP system, we
have implemented a visualization system for it. It can visualize continuous
numerical data with different granularities generated by the system.

FIGURE 50 : STREAMOLAP APPLIED TO DATA VISUALIZATION SYSTEM

Positioning with the respect to the state of the art
OLAP over streams has been studied by several researchers, e.g., [6 5 ]. The novelty
of the proposed system is that, to enable OLAP analysis over streams, it can exploit
off-the-shelf
stream
processing
engines
(SPEs),
e.g.,
SensorBee
(http://sensorbee.io/),
and
OLAP
engines,
e.g.,
Mondrian
(http://community.pentaho.com/projects/mondrian/). The prototype system
was implemented using uCosminexus stream data platform (Hitachi) as the SPE
and an OLAP engine written from scratch.
This work has been published in IEEE BigData 2015 conference[6 6 ].

Technology
Technology readiness level

Current level: 2
Target level: 4
Currently, in-house prototype system is available. Till the end of the project, an open
source package release is planned.
Licencing and intellectual property
Open source planned
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Dependencies
TABLE 10: STREAMOLAP TECHNOLOGICAL DEPENDENCY

Technological dependency
Platform
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uCosminexus (Hitachi)

APPENDIX 9: ECAVERIFIER
Implementation and real-life deployments
The tool is tested with 35 applications for smart home – from the following paper:
S. Munir et al., DepSys: Dependency Aware Integration of Cyber-Physical Systems for
Smart Homes, International Conference on Cyber-Physical Systems (ICCPS 2014), April
2014
We started with simple dependency analysis of how each application is affected by or
affects states of the environment. With this analysis, we can obtain small groups of
applications and states that should be verified together so that we do not have
improper approximation that change what can happen and what cannot happen from
the actual model. With the help of this dependency analysis, we could validate the
verification tool can run sufficiently quickly. We could get counterexample scenarios
when there is a conflict within a second. After resolving the conflicts, we could then
finally confirm there is no conflict within several minutes, which is acceptable as the
time for final confirmation.

Positioning with the respect to the state of the art
Although the approach is not surprising in use of model checking, the experience of
integration with the practical sensiNact platform and over 30 applications is
outstanding. Novelty resides in the specific mechanism for configuration support. The
method and tool should be and is now under discussion for extensions to enlarge its
role for the state-of-the-art requirements on runtime usages including self-adaptation.

Technology
Technology readiness level
Current level: 4
Target level: 6
Licencing and intellectual property
It is not yet open-sourced but NII can open it as demanded
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Dependencies
TABLE 11: ECAVERIFIER TECHNOLOGICAL DEPENDENCY

Technological dependency
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Platform

sensiNact

Framework

XText/Xtend

Library

SPIN model checker

APPENDIX 10: SELF-HEALING
Implementation and real-life deployments
The self-healing framework was validated through integration with real environment
sensors deployed in Santander city. In the implementation, we used k-means++ with
dynamic time wrapping as a distance for neighboring nodes. Nodes measuring similar
data stream are grouped by analyzing and comparing sequence of sensor data coming
from nodes.

FIGURE 51: ENVIRONMENT SENSORS IN SANTANDER CITY
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FIGURE 52: NODE GROUPS (K=3)

Figure 3 shows a part of environment sensors in Santander city. In the section, there
are seven sensors. These nodes are divided into 3 groups by the neighboring algorithm
as shown in Figure 4. Each circle shows a sequence of data coming from a node. Color of
edge of the circle represent neighboring group. Node 666, 682, 668, and 661 are in the
red group, node 686 and 691 are in the blue group, and node 656 is in the pink group.

FIGURE 53: RAW AND HEALED TEMPERATURE DATA

Fault detection and classification are performed by comparing data coming from nodes
in the same neighboring group. Figure 5 shows raw and healed temperature data of a
sensor node. X-axis shows time stamp and y-axis shows temperature in Celsius. The red
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line shows raw data and the green line shows healed data. The blue line represents
times when fault is detected.

Positioning with the respect to the state of the art
The self-healing framework has been validated with some real smart systems, including
the Santander case shown in the last section. The framework successfully automates
fault detection, classification, and correction, and healed data is validated as correct by
domain experts.
However, there are some limitation. First, scalability may be problem. The self-healing
framework has been validated only with tens of sensors. However, BigClouT project
requires to address hundreds or thousands of sensors. Scalability of this framework
should be validated. Scalability will be the problem. Current framework computes all
data in a centralized manner. To improve scalability, decentralized processing of the
self-healing may be needed. Node neighboring and data comparison in the group can be
performed in local area.
Second, type of sensor data may be problem. The self-healing framework has been
validated only with environment sensor data, such as temperature, humidity, and
brightness. These data changes continuously and gradually. However, other types of
data change drastically, current algorithm may not work well. More evaluation with
other sensor data is needed.

Technology
Technology readiness level
Current level: 4
Target level: 6
Licencing and intellectual property
Open source planned
Dependencies
TABLE 12: SELF-HEALING TECHNOLOGICAL DEPENDENCY

Technological dependency
Platform
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XMPP server

APPENDIX 11: LOKEMON
Implementation and real-life deployments
We implemented iOS application as shown in Figure 54. Using this application, we will
conduct an experiment in Fujisawa city.

————————————————————————————————————
————————————————————————————————————

FIGURE 54: CURRENT USER INTERFACE
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Positioning with the respect to the state of the art
As related work of incentive mechanism, these can be classified roughly into monetary
incentive and non-monetary incentive mechanism. Firstly as research on monetary
incentive, “How much is location privacy worth?”[7 4 ] Uses techniques from
experimental economics and psychology to determine how much compensation must
be offered to persuade someone to allow precise information about their location to be
collected. Examining micro-payments for participatory sensing data collections [75 ]
investigated the use of micro-payments as an incentive model. To maintain adequate
level of participants by preventing users from dropping out of crowd sensing
applications, there is a dynamic pricing way using a Reverse Auction based Dynamic
Price (RADP) incentive mechanism, where users can sell their sensing data to a service
provider with users' claimed bid prices [7 6 ][7 7 ]. In addition to this dynamic incentive
model, another research [7 8 ] uses GBMC algorithm [7 9 ] to improve the area covered.
Secondly as research on non-monetary incentive, The Copenhagen Wheel [8 0 ]
distributes an application that provides beneficial information for users. Users can use
the application as health care or navigation system while they are sensing
environmental information for monitoring with their bicycles. Moreover, there are
some researches using gamification method [8 1 ]. Particularly, persuasive technology
that provides incentive in matching with each user could get more users involve
actively [8 2 ].
Heavy or many sensing tasks require stronger incentive to users so that the total
amount of financial cost will rise. Users should get involved in crowd sensing
voluntarily. Thus we suppose that there is a need to introduce something fun with
novel entertainment properties. To move beyond the state of the art, we investigate the
use of impersonated characters related to each location spot as a completely new
incentive model.
As for related service, PokemonGO [8 3 ] is a location-based augmented reality game
released in July, 2016. In the game, players use a mobile device's GPS to locate, capture,
battle, and train virtual creatures, “Pokemon”, who appear on the screen as if they were
in the same real-world location as the player.
Lokemon is not only a game but also a platform of citizen participation to the city. By
using monsters, we can collect information from people, analyze them and influence
people's movement and information. In that sense, Lokemon is more interactive in real
world. Moreover, we try to develop open monster network, which is a global and open
infrastructure providing such as information about monsters in specific location and
chat logs of specific monsters.
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Technology
Technology readiness level
Current level: 5
Target level: 7
Dependencies
TABLE 13: LOKEMON TECHNOLOGICAL DEPENDENCY

Technological dependency
Objective-C

Language

Javascript
Python

SGBD
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MySQL

APPENDIX 12: SENSORIZER
Implementation and real-life deployments
Many other cities are advancing in that they do not have many sensors embedded yet.
They do not provide an eco-system that circulates information among stakeholders.
Typically, small pieces of information about their physical world are scattered around
in different systems, and some of them are open on web pages. Such pieces of
information are, for example, environmental information like one shown in Figure 55,
traffic information (Figure 56), parking lot occupancy (Figure 57), local city news
(Figure 58), and many others. Instead of deploying physical sensors, sensorizing these
web pages as follows can help build the information circulation eco-system.
Air quality information is open on web pages in many countries. For applications or
systems that need to manipulate air quality information, these sites can be their data
source. A problem is, however, web pages on these sites are constructed with different
structure, while the applications’ sole interest is air quality. Each application needs to
have knowledge on these differing web pages, if they directly scrape data from them.
Sensorizer solves this problem. Once these sites have been sensorized, data on them
are periodically published through XMPP. Applications can thus consume data by
subscribing the event nodes created on sensorization. They can find event nodes to
subscribe by using Sensorizer APIs that allow them to lookup particular VSNs based on
VSN attributes, such as name, location, and data unit, and/or any keywords included in
the web pages where the VSNs were created.
Parking lot is an important city resource in many countries and their occupancy is open
on the web by government or private companies. Figure 57shows how their pages can
be sensorized for example. This Japanese page contains vacancy information on a
selected parking and that of other parkings around the selected one. Blue icons mean
vacancy, one of which located to the top right represents vacancy of the selected
parking. The context menu included in this figure is shown when the user right-clicks
the mouse over the vacancy icon of the selected parking, and the user is selecting
Sensorize It-New Device menus. This results in creating a new VSN on this page. What
is unique in this page is that the top-left blue icon is located solely outside the table
structure. Based on our observation on various web pages, EWC often exist in such an
element outside a constrained structure. Our browser extension let users to find and
report EWC like this leveraging human eyes and knowledge.
Local news sites, social network sites like Twitter, and local government sites are
potential source of information on physical events in a city. Unlike the numeric data
above, this information is described with a natural language and pictures. Sensorizer is
capable of probing such data shows Figure 58 “The Times” web page that contains the
list of local news on Cambridge. By sensorizing such a page, applications can get news
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headlines pushed through XMPP. When a news headline includes a picture, it can be
sensorized also. A picture is scraped from a web page, and sent through XMPP with the
Data URI Scheme.
As shown in this section, Sensorizer is capable of generating data streams from
different types of EWC. Applications can integrate those contents easily through the
common communication protocol, namely XMPP, and its XML-based flexible data
representation.

FIGURE 55 : WEB PAGE ON AIR QUALITY
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FIGURE 56 : TRAFFIC INFORMATION WEB PAGE

FIGURE 57 : PARKING LOT OCCUPANCY WEB PAGE
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FIGURE 58 : LOCAL CITY NEWS WEB PAGE

Positioning with the respect to the state of the art
The field of web data extraction is an active research area. Among a range of different
techniques in this area, wrapping crawler [9 5 ] [8 6 ] is closely related to the architecture
proposed in this paper. With wrapping, a crawler can focus on a specific element in an
HTML DOM tree, so that it can extract texts or other element contained in the specified
one. For a precise data extraction, wrapper generation is an important technique. In
manual wrapper generation techniques, wrappers are defined either with a
programming language or using a graphical user interface. The early work in this area,
W4F [9 5 ], leverages Java programming language. Semiautomatic wrapper generation
techniques [9 2 ] [9 4 ] [88 ] basically infer the extraction rule, and leverage human
knowledge to supervise the results by providing examples or revising patterns. The
automatic generation techniques [8 7 ] [9 7 ] [9 0 ] eliminates human effort from wrapper
generation. Regardless of the human supervision used or not, automatic wrapper
generation could work fine only for the web sites whose structure is presumed through
given samples. Our observation on web pages including EWC showed that those pages
include simple table-based ones and also those with complex structures. We thus chose
to leverage manual wrapper generation. To this end, Sensorizer, our browser
extension, provides users with an easy-to-use yet powerful GUI.
On the other side, our Probe mechanism runs solely based on CRON, since we intend to
transmit data to applications periodically in a stream fashion. Related to this,
researchers investigate on the techniques to predict content change on web pages. Cho
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and Molina proposed a scheme that can estimate the change frequency of an element in
an HTML file without the complete change history [9 3 ]. Santos et al. developed a
genetic programming framework for web crawlers to automatically generate score
functions to rank web pages according to their likelihood of being modified since they
were last crawled [9 6 ]. These existing work suppose web pages changing unfrequently,
once a day or a week. This is much infrequent than the maximum crawling frequency in
our mechanism, once per minute. Therefore, further work is needed for predicting
frequent changes of web pages.
Communication protocols for web content publishing have also been proposed. PubSub
Hubbub (PSHB) [8 9 ] and Simple Update Protocol (SUP) [8 5 ] are simple notification
protocols for web services to alert the consumers of their feeds when a feed has been
updated. The Atom Publishing Protocol (AtomPub) [9 1 ] is an application-level protocol
for publishing and editing Web resources. Unlike unidirectional XMPP used in our
mechanism, AtomPub allows clients to modify data on a server. These protocols are
widely used by various applications as well as XMPP. Supporting multiple protocols
including XMPP and these in our mechanism would benefit a range of different
applications.

Technology
Technology readiness level
Current level: 5
Target level: 7
Licencing and intellectual property
Sensorizer is downloadable open on the SOXFire web site.
Dependencies
TABLE 14: SENSORIZER TECHNOLOGICAL DEPENDENCY

Technological dependency
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Runtime Environment

Chrome

Library

SoxFire

APPENDIX 13: SOXFIRE
18.2 Implementation and real-life deployments
We implemented several related systems with SOXFire. Keio’s other assets such as
sensorizer and dashboard are implemented and operated with SOXFire. For real-life
deployments, we already deployed two smart city applications in Fuisawa city.


Automotive Sensing
It is known that a number of air pollutants, such as PM2.5 and NOx, affects human
health. To help people know how much the air around each of them, there needs to
be enough amount of information that is fined-grained enough. However, not only
in Fujisawa, but also in other cities in Japan, there are a limited number of air
pollutant monitoring stations in each city, just five in case of Fujisawa. Due to this,
local residents and the sightseers are unable to be aware of quality of the air they
breathe.In order to collect fined-grained environmental information from all
around the city, and also to enable city officers to be aware of the location of
garbage trucks, we have attached IoT sensors (e.g., temperature, UV, PM2.5, NOx
and so on) almost all the garbage trucks operated by Fujisawa city. Collected data
is published to SOXFire in 100Hz frequency from each car, and distributed to
application which visualizes environmental data.



Expert Crowd Sensing
In general, various kinds of resources are operated in a city. They include
transportations, such as buses and taxies, official cars, parking lots, and so on. It is
crucial to be aware of their real-time status to optimize city officers' decision
making. Their locations, for example, help officers to conduct an initial response to
an enormous earthquake that is expected to hit the area containing Fujisawa
within decades. However, such a real-time information is not collected. In order to
collect real-time city resources status and city anomalies, we have sensorized city
officers in Fujisawa city. Fujisawa city has about 3,500 officers. Some of them are
working outside of city hall, such as garbage collection, firefighting, and teaching at
public schools.
The form of sensing that leverages city officers as human sensors is what we call
Expert Crowd Sensing. City officers are expected to have more domestic
knowledge of the city where they work than ordinary residents. For example,
officers working on garbage collection travel through the area of responsibility
every day, thus know the whole area in detail. Consequently, expert crowd sensing
enables us to acquire more accurate human sensing data with more sensitivity. To
realize the expert crowd sensing, we develop client application for sensing, and a
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web application for visualizing data based on SOXFire. Since types of reporting
tasks are different according to the officers' job sections, suitable types are
associated to each job section. Users publish sensor data as following process using
the client application: (1) select job section, (2) select report type, (3) take a
picture and (4) specify a label and a comment and publish the data (see Figure 3
(1)). Then, reported data are visualized by the web viewer application (see Figure
3 (2)). Users can select each report by table-based interface or map-based
interface. Then, details of report is shown in the viewer.

FIGURE 59: EXPERT CROWD SENSING APPLICATION

Positioning with the respect to the state of the art
The smart city concept has implied the appearance of different research initiatives
related to:
i)
ii)
iii)

sensor (and actuator) middleware architectures [9 8 ][9 9 ];
provision of tools and modules for implementing applications and services on
top of these testbeds[1 0 0 ][1 0 1 ];
development of services and applications within real urban environments[1 02 ].

These initiatives tackles fundamental architecture for smart city, however, mainly they
are focusing on limited city resources such as IoT or open data in more centered
manner. Our architecture can manage various city entities and manage them in
distributed manner. Also, we provide complementary tools for crowd sensing and WEB
sensing on proposed SOXFire system. On the contrary, our architecture currently does
not support open data such as CKAN (http://ckan.org). Thus, it is necessary to explore
a way for more integration with various city data with SOXFire architecture. CityHub
[1 0 3 ] proposes cloud-based smart city hubs which provides integration and
interoperability of open data and sensor data, and enables users to access the data via
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REST API. Our architecture is more edge and cloud integration but it can cooperate
with these research.
Nevertheless, our architecture still has several limitations. Firstly, our system is only
focusing of data communication and distribution, not data analysis. Integrating online
data analytics [1 0 4 ][1 0 5 ] must be one challenge as future work. Secondly, our sensor
discovery mechanism is still naive implementation. It is necessary to provide more
efficient sensor discovery and leverage mechanism, such as context-aware search or
interest-based data distribution.

Technology
Technology readiness level
Current level: 5
Target level: 7
Licencing and intellectual property
Open source under Apache license
Dependencies
TABLE 15: SOXFIRE TECHNOLOGICALDEPENDENCY

Technological dependency
java

Language

Objective-C
Javascript

SGBD

MySQL

Protocol

XMPP

Security mechanism and protocols
XMPP provides secure features such as user/group authorization, authentication,
access control and data encryption. On the contrary, XMPP does not suppose node
subscription by anonymous users. For the data to be allowed for sharing with anyone,
SOXFire provides anonymous subscription/data retrieving. This allows end-users to
access open sensor data without any user registration.
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APPENDIX 14: ONEM2M
Implementation and real-life deployments
NTT has original implementation of oneM2M based on its release 1 specifications. It
was run on Linux PC, Android, and Raspberry Pi.

FIGURE 60: ONEM2M RUNNING ON RASPEBERRY PI

One of the example application is shown in Figure 5. This application combines sensing
data of factory’s environment and personal vital sensing data (heartrate) and provide
factory’s working environment monitoring.
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AE

… Factory AE

CSE

… Factory CSE

I/F

IN

ASN

CSE

… Raspberry Pi CSE

IPE (AE)

… Raspberry Pi IPE *
… Raspberry Pi
Sensor

Non-oneM2M
Device

* IPE: Interworking Proxy application Entity

FIGURE 61: SAMPLE APPLICATION FOR FACTORY USECASE

Positioning with the respect to the state of the art
NTT oneM2M supports all protocols (HTTP/REST, MQTT, and CoAP) and all encodings
(JSON and XML) defined in release 1 specifications. Furthermore it was also verified
interoperability through plug test events.

Technology
Technology readiness level
Current level: 4
Target level: 5
Licencing and intellectual property
Protocol specifications of oneM2M are open. The product is proprietary
implementation of NTT.
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Dependencies
TABLE 16: SELF-HEALING TECHNOLOGICAL DEPENDENCY

Technological dependency
Language

java
utsLite

SGBD
Specification

JDBM
OSGi

Security mechanism and protocols
TLS based security is implemented. OneM2M has access control capability, it enable
configuration through h rest based resource.
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APPENDIX 15: VIRTUAL-SENSOR
Implementation and real-life deployments
Simulation of participatory sensing
We prepared five synthetic datasets of sensors, A, B, C, D, and E, in a square area for the
demonstration. Their heat maps are shown in Figure 62. Red indicates a higher value
and blue a lower value. The visualization target X is the sum of the five sensor values.
We divide the 100 participants into five groups. Each group consists of 20 people and is
assigned one of the five types of sensors. We assume that each sensor module has its
own error rate, and participants walk around the area while capturing sensor data.

FIGURE 62: HEAT MAPS OF ORIGINAL SENSOR DATA AND SUM OF THEIR VALUES

To simulate participatory sensing, each participant freely draws a curved line on the
area instead of walking. The trajectories are shown in Figure 63. The temporal axis is
omitted from the simulation to simplify the heat maps, so all sensing actions of all
participants are regarded as concurrent. The sensing results are shown in Figure 64.
Noise and missing values can be seen compared to the original data in Figure 62.

FIGURE 63: TRAJECTORIES OF PARTICIPANTS
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FIGURE 64: HEAT MAPS OF RAW SENSING DATA

We estimated the population means for each sensor. The results are shown in Figure
65. The noise was reduced compared to the raw data in Figure 62; however, there were
still many missing values. Moreover, points where all kinds of data exist are very rare.
This means that it is impossible to calculate and visualize X on the map.
We directly compensated for missing values of X instead of the values of each of the five
sensors A to E. We estimated the missing values of X using other sensors’ values. These
results are shown in Figure 36. Although some errors remained, almost all of the data
were compensated for.

FIGURE 65: RESULT OF ESTIMATING POPULATION MEANS

FIGURE 66: HEAT MAP OF X (INTERSECTION ONLY)
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FIGURE 67: RESULTS OF ESTIMATING MISSING VALUES OF X

Positioning with the respect to the state of the art
Recent advances achieved in sensor devices and wireless networking technologies
mean that participatory sensing is becoming more and more possible; however,
technical challenges remain. One of the key challenges is determining how to enhance
defective data. In participatory sensing, sensor nodes are not under the control of a
sensing system; they move and sense independently. The system cannot sense targets
systematically as in conventional controlled sensing and cannot always obtain the
intended data in the intended form when needed. That is to say, raw participatory
sensing data are defective and difficult to use as-is for applications. Therefore, we
believe that sensor virtualization, which provides reliable virtual sensor data produced
from related (actual) data, is essential for participatory sensing. However, the
methods explained above were proposed in about 4 years ago. So, now, we are
researching better methods.

Technology
Technology readiness level
Current level: 3
Target level: 4
Licencing and intellectual property
The research product that is the Virtual Sensor is not supposed to be distributed for
now.
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Dependencies
TABLE 17: VIRTUAL SENSOR TECHNOLOGICAL DEPENDENCY

Technological dependency
Language
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R

APPENDIX 16: WI-SUN
Implementation and real-life deployments
Figure 68 describes basic implementation example of Wi-SUN mesh network system
configuration using multi hopping capabilities. These system configuration consists
of gateway node, sensor node as relay station, and sensor node as termination node.
We can deploy Wi-SUN mesh network by assignment of each node with 500m – 1km
period.

FIGURE 68: IMPLEMENTED EXAMPLE OF WI-SUN MESH NETWORK USING MULTI-HOPPING
CAPABILITIES

Positioning with the respect to the state of the art
There are many wireless communication methods and industry standards including
Wi-Fi, BLE, Wi-SUN, ZigBee, etc. Each method has different characteristics. It is
important to know how we can design whole hybrid system by using right method
or device for right place according to radio propagation including radio diffraction.
Wi-SUN is good wireless solution of low power and moderately distance
communication especially for sensor networks.
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Technology
Technology readiness level
Available for actual demonstration experiment or pre-production level
Licencing and intellectual property
These system are including assets developed by NICT. YRP-IOT can deploy these
components to BigClouT system because YRP-IOT has licensed of technical transfer
from NICT. Need further discussion with NICT in order to open source.
Dependencies
TABLE 18: WI-SUNTECHNOLOGICAL DEPENDENCY

Technological dependency
Language

Java, c

Protocol

HTTP Restful API

Library

Jason

Security mechanism and protocols
SSL client certification
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APPENDIX 17: SENSINACT
Implementation and real-life deployments
FESTIVAL JOSE (Japan-wide Orchestrated Smart/Sensor Environment):
General description
JOSE (Japan-wide Orchestrated Smart / Sensor Environment) is an open testbed.
JOSE provides dedicated experiment environment which consists of flexible and
customizable large-scale network and servers.
JOSE also provides a data sharing mechanism that shares sensor data obtained from
real environments. Wireless sensor equipment that conform to the data sharing
mechanism are also provided for experimenters.
ACUTUS integrated reusable components in JOSE as IaaS testbed, such as Generic
Enablers of FI-WARE and components of sensiNact, to provide IoT testbed with
FESTIVAL reusable components to experimenters.
EaaS first architecture mapping
ACUTUS constructed IoT testbed and ODMS with FESTIVAL reusable components in
JOSE to be federated under FESTIVAL federation architecture as shown in Figure 69.

145

FI-WARE
In JOSE

sensiNact
In JOSE

Reusable components

CKAN in JOSE
Reusable components

computing and storage
resources

JOSE VM

FIGURE 69 EAAS ARCHITECTURE MAPPING FOR JAPAN-WIDE ORCHESTRATED
SMART/SENSOR ENVIRONMENT

ClouT City Dashboard
ClouT city dashboard is a widget and map-based visualization software which
allows users to create their own dashboard webpages. The application has basically
been implemented with XMPP virtual sensor system; however, it can include any
ClouT sensor information to dashboard with sensiNact gateway.
The purpose of this field trial was to show a kind of ‘competition’ among the four
pilot cities involved the project: Fujisawa, Genova, Mitaka and Santander, thus
comparing similar data gathered from all of them. In order to generate useful and
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understandable information for citizens, this raw data was translated into different
indexes related with environment, transport or quality of life, which was included in
a dashboard website shown in both public displays and context-aware signage
systems in the cities, as well as in a mobile application.
Figure 70 shows overall architecture of ClouT city dashboard. Firstly, sensor data
from every city are collected via each city’s sensor protocol such as MQTT, ZeroMQ,
XMPP and so on. Dashboard application is implemented with XMPP technology, so
that a protocol that is not XMPP is converted by the sensiNact Gateway. Then, every
city sensors’ information can be used as XMPP protocol.

FIGURE 70: SYSTEM ARCHITECTURE OF CLOUT CITY DASHBOARD

The dashboard is implemented with several technologies with ClouT components
such as Sensor-Over-XMPP library, sensiNact Gateway, participatory sensing
technologies, etc. All the technical complexity is hidden for users, so that it is
intuitive to use the dashboard.

Positioning with the respect to the state of the art
To ease the analysis of the IoT solutions, we gather them into four categories (cf.
Figure 71).The “end-to-end solution” aims at quickly releasing an IoT product. This
solution provides the required software components to connect your device to the
middleware in charge of collecting data. However, developers cannot use
commercial off-the-shelf (COTS) or already deployed devices, i.e., the heterogeneity
of protocols is not taken into account.
The “data-based solution” aims at formatting data and processing them, easing the
developer to create applications on top of it. However, this solution does not
provides any mechanism to connect your devices to the layer in charge of the data.
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The “direct access solution” only provides the connection layer to the devices, it
handles heterogeneity of protocols. This solution is a raw solution, the developer
has a direct access to the data. However, this lack of data format may result in
difficulties to create applications.
The “mixed solution” aims at handling protocol heterogeneity on the bottom layer,
eases the access to data from devices and eases the creation of applications.

FIGURE 71: ARCHITECTURE OF IOT SOLUTIONS

In Figure 71, the blue boxes correspond to the complete IoT stack. The solution
coverage is displayed in yellow hatch.
Existing IoT platforms
The following table compares the existing IoT solutions. Erreur ! Source du renvoi
introuvable.
The list is not exhaustive. This comparison focuses on the following properties.
IoT architecture: The choice of the architecture of the IoT platform influences the
remaining work to do by third party developers to handle the devices in a smart city
and to provide applications to the citizens.
Deployment location: specifies if the solution can be deployed in the cloud, if it can
be deployed locally (on a local server) or both. Having the possibility to choose
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where to deploy the solution gives more freedom to the developers in the
construction of their offer.
Application domain: details for which domain the solution is designed. Some
platform are designed for a specific environment, others are agnostics from any
environment, enabling to use them in others contexts or in cross-context with smart
cities.
Open source: specifies if the IoT solution is open source or not. The choice of an
open source platform or of a commercial one determines the availability and the
transparency of the data. An open source platform enables the developer to have
control of the data in any circumstances.
COTS devices integration: details if it is possible to integrate COTS devices. In smart
cities, it is unlikely that the devices comes from the same company. Being able to
integrate devices from various company has to be taken into account in the choice of
the IoT platform.
Service oriented: specifies if the IoT solution is OSGi compliant (Alliance, OSGi,
2012). OSGi-based platforms tend to ease the development of applications and to
easily extend integration of COTS devices.
The smart home is the most advanced domain where IoT devices are used. Solutions
like OpenHAB or Hobson enables to connect consumer electronic devices to a local
gateway and access those using HTTP requests.
For smart cities, the main approach is to use the “data-based solution”. This solution,
adopted by IBM Bluemix or Exosite, is usually deployed in a cloud. The owner of the
devices has to find a way to send data to the cloud in order to analyze or browse it.
To address agnostic environments, there is end-to-end solutions, i.e., KAA, Thinger,
ThingWorx, that provide SDK for the devices and a platform to get data from those
devices. It enables developers to create an IoT solution from the device to the
application provided to the client.

Technology
Technology readiness level
Current level: 4
Target level: 6
Licencing and intellectual property
Open source under Eclipse Public License v1.0
Dependencies
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TABLE 19: SENSINACT TECHNOLOGICAL DEPENDENCY

Technological dependency
Language

Java
HTTP Restful API
JSON-RPC over HTTP
MQTT
XMPP
XBee

Protocol

CoaP
BLe
echoNet-Lite
CDMI
EnOcean
PhilipsHue
…
JSON

Library
Platform

Jetty
Apache Felix OSGi
OSGi

Specification

JSON

18.3 Security mechanism and protocols
A first level of security is reached by the way of some of available security "tools" in
the OSGi environment: ServicePermissionand ConditionalPermissionAdmin. The
ServicePermissionis a module's authority to register or use a service.
-
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The register action allows a module to register a service on the specified names.
The get action allows a module to detect a service and use it.

Permission to use a service is required in order to detect events regarding the
service. Untrusted modules should not be able to detect the presence of certain
services unless they have the appropriate ServicePermissionto use the specific one.
The ConditionalPermissionAdmin is framework service to administer conditional
permissions that can be added to, retrieved from, and removed from the framework.
The sensiNact gateway defines service permissions in such a way that access to the
ones it provides is forbidden excepted if a specific condition is met (a sensiNact
specific conditional permission). This condition being that the client is the sensiNact
SecuredAccessservice. sensiNact services also have to use the SecuredAccessto be
able to “talk” to each other’s; Modalities of such exchanges depend on the UserProfile
of the user of these services (the user can be the system itself). A UserProfile can be
defined at each level of the hierarchical sensiNact resource model: ServiceProvider,
Service, and Resource. Five UserProfiles exist for which predefined access rights are
defined: Owner, Administrator, Authenticated, Anonymous, and Unauthorized.
When asking for a data structure of the sensiNact resource model, the access rights
of the user are retrieved; the set of this user's accessible AccessMethods for the
specific data structure is built and returned as part of the description object. Each
future potential interaction of the user on the data structure will be made by the
way of this description object. For a remote access a security token is also generated
and transmitted to the user, to avoid repeating the security policy processing. A
token is defined for a user and a data structure (and so it previously created
description object).
The Security & Dependability functional block is used for authentication and to
retrieve identity material from which it will be possible to associate a user and a
sensiNact resource model data structure to a UserProfile.
In addition to the database managed by the Security & Dependability functional
block, used to authenticate a user and to retrieve its identity in the system, the
sensiNact platform manages an internal database allowing to link this identity to a
UserProfile for a specific data structure. For all data structures for which the user
has not been registered the Anonymous UserProfile is used by default (except if the
owner of a resource has defined this default profile to another one). The internal
database also gathers information relative to the minimum required UserProfile to
access to data structures. This definition can be made at each level of the resource
model, knowing that if no UserProfile is defined for a data structure, the one
specified for its parent is used.
For example, according to the Figure 72, a user trying to access to the
ServiceProviderX for which its UserProfile is Anonymous will receive a description
object in which only one Service will be referenced (ServiceX1), containing a single
Resource (ResourceX1S2) providing two AccessMethods, GET and SUBSCRIBE.
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FIGURE 72: ACCESS RIGHT INHERITANCE DIAGRAM EXAMPLE

This example shows that access right are inherited from the parent node, i.e., the
service provider, unless they are specifically specified.
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APPENDIX 18: SENSINACT STUDIO
Technology
Technology readiness level
Current level: 4
Target level: 6
Licencing and intellectual property
Open source under Eclipse Public License v1.0
Dependencies
TABLE 20: SENSINACT STUDIO TECHNOLOGICAL DEPENDENCY

Technological dependency
Language

Java
Jackson

Library
restlet
Eclipse

Platform

Equinox OSGi
XText

Specification

OSGi
JSON

Implementation and real-life deployments
OrganiCity advanced visualization tool
The advanced visualization provides an advanced observatory platform of the implied
testbeds’ sensors (Santander, London, and Aarhus). Figure 73 shows overall
architecture of the Organicity advanced visualization tool: Data provided by sensors
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are gathered in an Orion Context Broker instance, as well as the sensiNact gateway
applications, created by the intermediate of the sensiNact studio.

FIGURE 73: SYSTEM ARCHITECTURE OF ORGANICITY ADVANCED VISUALIZATION TOOL

Security mechanism and protocols
As a client of the sensiNact gateway, the sensiNact studio security mechanism is
based on the one provided by this last one.
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APPENDIX 19: TECHNOLOGIE
READINESS LEVELS (TRL)[10]
Technology Readiness Levels (TRL) are a type of measurement system used to assess the
maturity level of a particular technology. Each technology project is evaluated against the
parameters for each technology level and is then assigned a TRL rating based on the
projects progress. There are nine technology readiness levels. TRL 1 is the lowest and TRL 9
is the highest. When a technology is at TRL 1, scientific research is beginning and those
results are being translated into future research and development. TRL 2 occurs once the
basic principles have been studied and practical applications can be applied to those initial
findings. TRL 2 technology is very speculative, as there is little to no experimental proof of
concept for the technology. When active research and design begin, a technology is elevated
to TRL 3. Generally both analytical and laboratory studies are required at this level to see if
a technology is viable and ready to proceed further through the development process. Often
during TRL 3, a proof-of-concept model is constructed.

FIGURE 74: TECHNOLOGY READINESS LEVEL

Once the proof-of-concept technology is ready, the technology advances to TRL 4. During
TRL 4, multiple component pieces are tested with one another. TRL 5 is a continuation of
TRL 4, however, a technology that is at 5 is identified as a breadboard technology and must
undergo more rigorous testing than technology that is only at TRL 4. Simulations should be
run in environments that are as close to realistic as possible. Once the testing of TRL 5 is
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complete, a technology may advance to TRL 6. A TRL 6 technology has a fully functional
prototype or representational model. TRL 7 technology requires that the working model or
prototype be demonstrated in a space environment. TRL 8 technology has been tested and
"flight qualified" and it's ready for implementation into an already existing technology or
technology system. Once a technology has been "flight proven" during a successful mission,
it can be called TRL 9.
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